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Abstract—The integration of Generative Artificial In-
telligence (Generative AI) into educational websites has
expanded digital service capabilities through chatbots
and dynamic content systems. However, it has simul-
taneously introduced novel security vulnerabilitiessssuch
as prompt injection, data leakage, and insecuré output
handling, that remain insufficiently examined, particu-
larly in the Indonesian context where rapid ‘AL adoption
outpaces security readiness. The research aims)to de-
velop and validate a hybrid securitytesting\framework
capable of detecting and mitigating yulnerabilities specific
to Generative Al-based websites. The reséarch adopts
a Design Science Research (DSR) apptoach with an
experimental mixed-methods strategy, €ombining quan-
titative security testing thirough penetration testing and
adversarial red teaming with, qualitative analysis based
on threat modeling. The evaluation is conducted on Gen-
erative Al-enabled €ducational ‘websites and simulated
prototypes using Open, Web Application Security Project
(OWASP) Top 10 for harge Language Models (LLM)
risk mapping, the, Spoofing, Tampering, Repudiation,
Information Disclosure, Denial of Service, Elevation of
Privilege (STRIDE) framework, and adversarial bench-
marks. The results indicate that dominant vulnerabilities
are associated with prompt injection, information leak-
age, and insecure model output handling. The proposed
framework significantly improves detection effectiveness
with an accuracy rate of 92.6 % while reducing attack suc-
cess rates following layered remediation. These findings
confirm that conventional web security mechanisms are
insufficient for LLM-based systems and require adaptive,
Al-specific testing approaches. The research contributes
by strengthening the integration of AI security frame-
works in the form of a new OWASP-STRIDE hybrid
model and practically by providing actionable security
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testing guidance for developers and educational institu-
tions seeking to,deploy Generative AI more securely.

Index Terms—Generative Al, Hybrid Security Testing,
Viilnerability, Educational Website, OWASP, STRIDE

I. INTRODUCTION

HE integration of Generative Artificial Intelli-
gence (Generative Al), particularly Large Lan-
guage Models (LLMs), into websites has expanded
rapidly on a global scale. It is increasingly utilized for
various functions, such as academic chatbots, learn-
ing recommendation systems, content automation, and
digital service personalization within the education
sector. This transformation is driven by the ability
of LLMs to generate contextual, adaptive, and large-
scale textual outputs, which significantly enhance user
experience and operational efficiency in web-based
educational institutions [1]. However, the widespread
adoption of Generative Al has also expanded the
website attack surface, introducing novel security risks
that are fundamentally different from those of conven-
tional web applications [2], particularly in relation to
natural language interactions and sensitive data pro-
cessing [3]. In the Indonesian context, the increasing
deployment of Al-powered educational websites has
not been matched by systematic security assessments,
despite the education sector being classified as strategic
information infrastructure that is highly susceptible to
cyber exploitation [4].
Although traditional cybersecurity research has ex-
tensively addressed common website vulnerabilities,
such as Structured Query Language (SQL) injection,
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cross-site scripting, and broken authentication [5], vul-
nerabilities specific to Generative Al, such as prompt
injection, data leakage, model inversion, and halluci-
nation abuse, remain relatively underexplored through
empirical evaluation in real-world web systems, partic-
ularly in developing countries [6]. Recent studies indi-
cate that conventional security mitigation mechanisms
are not always effective when applied to LLM-based
systems due to the non-deterministic and probabilistic
nature of language models [7]. In Indonesia, website
security research continues to focus predominantly
on traditional web applications without adequately
considering the unique characteristics of Generative
Al resulting in a significant gap between Al-driven
website development practices and the readiness of cor-
responding security testing frameworks [8]. However,
the education sector is vulnerable to cyber exploitation
due to the lack of systematic assessment of Al sites,
posing risks of student data leaks, disruption of learn-
ing services, and damage to institutional reputation if
not addressed. These risks are exacerbated by the rapid
adoption of Al without an adaptive testing framework.

To address this gap, the researchers adopt a concep-
tual approach that integrates the Open Web Application
Security Project (OWASP) Top 10 for LLM as a frame-
work for identifying Al-specific vulnerabilities with
the Spoofing, Tampering, Repudiation, Informdtion
Disclosure, Denial of Service, Elevation of Privilege
(STRIDE) threat modeling methodology fordystematic
threat classification at the web application level. | The
OWASP Top 10 for LLM is specifically designed
to capture emerging risks, such as prompt injection,
insecure output handling, and aining data poisoning
that are not covered by the classieal OWASP Top 10
framework [9]. Meanwhile, STRIDE provides a well-
established analytical structure’forymapping threats re-
lated to spoofing, tafaperingjrepudiation; information
disclosure, denial of service, and,elevation of privilege
within complex web service-based systems [10]. The
integration of these two approaches is further strength-
ened by the Amazon Web Services (AWS) Generative
Al Security Scoping Matrix, which explicitly links Al-
related risks to cloud architecture layers and modern
website deployment models [11].

Based on this background, the research aims to
develop and validate an effective hybrid security testing
framework for detecting and mitigating unique vulner-
abilities in Generative Al-based websites within the
Indonesian education sector. Specifically, the research
examines how the OWASP Top 10 for LLM can be
operationalized in real-world website contexts, how
adversarial red teaming techniques and penetration
testing can be employed to measure the effectiveness of

security mitigations, and how the resulting framework
can be aligned with local regulatory requirements and
development practices. The primary research question
is how to design a security testing framework that
improves the resilience of Generative Al sites against
adversarial attacks and data leaks in the Indonesian
educational environment.

The primary scientific contribution lies in provid-
ing experimental-based empirical evidence regarding
the effectiveness of a hybrid security framework for
Generative Al websites in a developing country con-
text, which remains underexplored in the international
literature. The research introduces novelty through the
integration of Design Science Research (DSR) with
adversarial prompt-based redgteaming and quantitative
evaluation metrics, such 4s Receiver Operating Char-
acteristic (ROC) curves, and cenfusion matrices for
threat detection assessment..By focusing on Indonesian
educational websites, the research.d@lso enriches the
global discourse on Generative Al security by offering
contextual, insightsgthat are highly relevant to prac-
titioners¢ researchers, and gpolicymakers operating in
environments .characterized by rapid Al adoption but
evolying security readiness. The main novelty lies in
the integfation ofghe OWASP Top 10 for LLM and
STRIDE “hybrid framework for empirical evaluation
on 15 real Indonesian educational websites, surpassing
conceptuialyl. LM red teaming studies, OWASP guide-
lines, and Al security surveys.

II. RESEARCH METHOD

The research employs DSR as the primary research
strategy, as its main objective is to design, implement,
and evaluate an artifact in the form of a hybrid
security testing framework for Generative Al-based
websites. The DSR approach is selected because it is
well suited to information systems security research
that focuses on solving real-world problems through
the development of artifacts that can be empirically
tested and replicated [12]. The research strategy adopts
an experimental mixed-methods approach, combining
quantitative technical testing of security vulnerabilities
with qualitative analysis based on threat modeling and
validation interviews. Hence, it enables a comprehen-
sive evaluation of the effectiveness of the proposed
framework [13].

The data sources in the research consist of primary
and secondary data. Primary data include security test-
ing logs from Generative Al-based websites, encom-
passing records of adversarial attacks, system response
times, detection success rates, and mitigation testing
results evaluated using metrics such as confusion ma-
trices and ROC curves. Primary data also include
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Fig. 1. Flowchart of research stages according to Design Science Research (DSR). Note: Open Web Application Security Project (OWASP),
Large Language Models (LLM), Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, Elevation of Privilege

(STRIDE), and Application Programming Interface (API).

the results of semi-structured interviews with an Al
website developer to validate the practical relevance
of the framework within local development practices.
Secondary data are obtained from the literature on Al
and website security, publicly disclosed vulnerability
reports based on Common Vulnerabilities and Expo-
sures (CVE) related to Al-enabled systems, as well as
open-access benchmark datasets, such as RealToxici-
tyPrompts and Truthful QA, which are commonly used
in evaluating the security and robustness of LLMs [14].

Data collection techniques and instruments afe ims-
plemented through a combination of automated testing,
manual testing, and technical documentation reviéws
Automated testing is conducted using OWASP Zéd At-
tack Proxy (ZAP) and Burp Suite todcan Ahendpoints,
including chatbots, generative comtent APLs, and LCM-
based personalization modules. Manualdesting is car-
ried out through adversarial red teaming, in which ma-
licious prompts are injeCted to exploit‘vulnerabilities
such as prompt injection, data leakage, and insecure
output handling, following Alhred teaming practices
recommended in recent sectrity literature [15]. Docu-
mentation review includes the analysis of Application
Programming Inferface“(API) specifications, privacy
policies, and websitelsecurity configurations to support
reconnaissance and thréat modeling processes.

The inclusion criteria for primary data encompass
Indonesian educational websites that actively integrate
Generative Al in the form of chatbots, content gen-
erators, or LLM-based recommendation systems, as
well as simulated website prototypes developed for
controlled experimental testing. Websites that do not
directly employ Generative Al or rely solely on rule-
based systems are excluded from the sample. For
secondary data, the inclusion criteria consist of open-
access literature published within the last five years that
explicitly addresses LLM security, the OWASP Top 10
for LLM, Al red teaming, and threat modeling [16, 17],
while non-peer-reviewed publications or sources not

relevant to websitefcontexts are excluded from the
analysis [18].

The unit of analysisgdn the research is Generative Al-
based websit€swwithin the Indonesian education sector,
with a population_of appfoximately 25-50 websites
and a purposive sample of 10 active websites, sup-
plémented by 5 simulated prototypes for experimental
evaluation. An,additional unit of analysis is the hybrid
securify framework artifact itself, which is developed
and ecvaluate@d iteratively. Purposive sampling is em-
ployed because not all educational websites adopt Gen-
erativefAl, and the research requires systems that are
explicitly exposed to LLM-specific security risks [19].

Data analysis is conducted using a mixed-methods
approach. Quantitative analysis is applied to evalu-
ate vulnerability detection performance and mitiga-
tion effectiveness using descriptive statistics, confusion
matrices, and ROC curves, with a target detection
accuracy exceeding 90%, in accordance with best
practices in modern security detection system evalu-
ation [20]. Qualitative analysis is performed through
thematic analysis of attack logs and red teaming results
to identify threat patterns, which are subsequently
mapped using the STRIDE threat modeling framework
to ensure systematic and traceable risk coverage [21].
The integration of quantitative and qualitative findings
is achieved through joint display analysis, enabling a
holistic assessment of the framework’s effectiveness.

The research stages are conducted iteratively in
accordance with DSR principles, as illustrated in
Fig. 1. Stage 1 (Planning and Reconnaissance) in-
volves identifying the scope of the target websites,
collecting passive data through the analysis of API
documentation and system policies and performing
active reconnaissance to map potentially vulnerable Al
endpoints. Stage 2 (Threat Modeling and Vulnerability
Testing) entails the development of a threat model
based on the OWASP Top 10 for LLM integrated
with the STRIDE framework, followed by the execu-
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Fig. 2. Hybrid framework flowchart—-Open Web Application Security Project (OWASP) Top 10 LLM & Spoofing, Tampering, Repudiation,
Information Disclosure, Denial of Service, Elevation of Privilege (STRIDE) integration. Note: Large Language Models (LLM), Denial-of-
Service (DoS), Zed Attack Proxy (ZAP),“and Receiver Operating Characteristic (ROC)-Area Under the Curve (ROC-AUC).

tion of adversarial red teaming and simulated attacks
against Al APIs usingBurp Suite, including controlled
and limited Denial-of-Service (DoS) attack scenarios.
Stage 3 (Evaluation and Remediation) is carried out by
testing mitigation prototypes, such as input validation,
output filtering, and rate limiting using the RealToxici-
tyPrompts benchmark. It subsequently analyzes the re-
sults with predefined performance metrics and iterating
the artifact based on empirical findings. Stage 4 (Vali-
dation and Reporting) includes final validation through
expert review, real-world simulations on additional
sample websites, and the formulation of a security
testing framework and governance recommendations
relevant to the context of web development practices
and cybersecurity regulation in Indonesia.

A detailed operational description of the proposed
security testing artifacts is as follows. The frame-

work comprises four explicit components executed
iteratively: (1) Reconnaissance, which systematically
maps Al endpoints (e.g., chatbots, content generators)
through API documentation analysis and passive scan-
ning; (2) Threat Modeling, integrating OWASP Top 10
for LLM risks (e.g., prompt injection, insecure output
handling, data leakage) mapped to STRIDE categories
(e.g., spoofing, tampering, information disclosure) via
cross-mapping matrices; (3) Testing, combining adver-
sarial red teaming with automated tools like OWASP
ZAP and Burp Suite to simulate real-world attack
vectors; and (4) Remediation, implementing layered
defenses such as regex-based input validation, semantic
output filtering, and adaptive rate limiting. This struc-
tured workflow, visualized in Fig. 2, ensures compre-
hensive coverage of Generative Al-specific vulnerabil-
ities while aligning with DSR principles for artifact
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rigor and replicability.

III. RESULTS AND DISCUSSION

The research results are presented using a mixed-
methods approach in accordance with the predefined
DSR framework. The presentation begins with the
quantitative results of security testing, followed by
qualitative findings derived from adversarial red team-
ing and threat modeling, and concludes with the valida-
tion results of the proposed security framework artifact.
The security evaluation is conducted on 10 active Gen-
erative Al-based educational websites and 5 simulated
prototype websites. The active website samples are
from several universities. The active website samples
comprise: the Al Learning Assistant of Universitas
Indonesia, Academic Chatbot of Universitas Gadjah
Mada, AI Content System of Telkom University, Vir-
tual Tutor of BINUS University, Chat Edu of Universi-
tas Airlangga, Smart Campus Al of Institut Teknologi
Sepuluh Nopember (ITS), AI Helpdesk of Universitas
Diponegoro, EduBot of Universitas Brawijaya, Learn-
ing Assistant of Universitas Padjadjaran, and the Al
Academic Portal of Universitas Hasanuddin.

In the context of developing a hybrid security testing
framework for generative Al-based websitesgin the
education sector, defining the types of data céllected is
a critical initial step to ensure that the research remains
focused, ethical, and practically implementablexGiven
the sensitive nature of university Al systems, which
are typically integrated with académic records and user
identities, the researchers must explicitly constrain the
scope of data to information that is relevant for security
analysis but does not vielate confidentiality or data
protection regulations.

First, the researehyis orienteditoward obtaining high
level configurationidata that'dérnot contain core tech-
nical secrets orisensitive credentials. The data include
an overall description ofithe system architecture, such
as the type of Generative Al model used (e.g., com-
mercial, open source, or locally hosted models), the
presence of supporting components, such as vector
databases for embedding storage, and the patterns of
integration with campus infrastructure through Single
Sign On mechanisms, academic portals, or Learning
Management Systems (LMSs). In addition, informa-
tion on documented or claimed security features, such
as content filters, modules for detecting malicious
prompts, rate limiting policies, and user access control
schemes, also forms an important part of configura-
tion data. Data at this level enable the researchers to
understand the attack surface and the security design
assumptions without requiring access to implementa-
tion level code or trade secrets.

Second, the primary focus of empirical data col-
lection is directed toward test results rather than raw
production user logs. In this context, the data collected
consist of Al system responses to a set of test scenarios
designed based on risk categories in the OWASP Top
10 for LLM Applications, such as prompt injection,
data leakage, or misuse of model capabilities. Each test
scenario produces a pair of data points comprising the
input (test prompt or payload) and the output (model
response), which is then annotated with labels such as
“safe,” “contains information leakage,” or “successful
policy bypass.” This approach allows the researchers
to measure the effectiveness of the mitigation mech-
anisms in place while reducing the need to access
protected real user datamAt the same time, structured
documentation of #est outcomes supports replication
and comparison actoss differentyuniversity Al systems.

Third, this research incorporates policy and proce-
dural datafgoverning the usedand management of Al
systems in eachginstitution.” Such data may include
official 'documents on Al usage policies for academic
communities, internal ethical guidelines for the use of
generative Adjpdata protection policies, and security
incidént handling procedures. The availability of policy
data allows( the researchers to map the alignment
betweendhe technical controls evaluated by the frame-
workiand the applicable normative frameworks, both
atypthe institutional level and at the national level (for
example, those related to personal data protection and
Al governance). Consequently, the analysis not only
assesses technical security aspects but also situates the
findings within the broader context of regulatory com-
pliance and governance practices adopted by higher
education institutions in Indonesia.

By constraining the scope of data collection to
these three main categories, non sensitive high level
configuration, controlled test outputs, and policy and
procedural documents, the data collection strategy in
the research is designed to support the analytical
needs of the hybrid security testing framework. It also
maintains adherence to research ethics and relevant
data protection regulations. This approach also makes
data access requests to universities more acceptable, as
the researchers explicitly avoid targeting confidential
information or personal data of academic community
members, and instead focuses on system behavior and
the design of its security controls.

A. Quantitative Results

The quantitative results of the vulnerability testing
indicate that, out of a total of 312 attack vectors
executed using OWASP ZAP and Burp Suite against
Generative Al endpoints (including chatbots and con-
tent generators), 187 vectors (59.9%) are classified as
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TABLE I
DETAILED EVALUATION OF THE VULNERABILITY DETECTION PERFORMANCE OF THE PROPOSED GENERATIVE Al SECURITY
FRAMEWORK.

Evaluation Metric Observed Value

Description

15 websites
312 vectors

Number of evaluated websites
Total attack vectors tested

True Positive (TP) 146
True Negative (TN) 143
False Positive (FP) 14
False Negative (FN) 9
Detection accuracy 92.6%
Precision 0.91
Recall (Sensitivity) 0.94
Fl1-score 0.925
Area Under the Curve (AUC) 0.96
Optimal detection threshold 0.65
Performance consistency across websites High
Prompt injection detection Very high
Insecure output handling detection High
Data leakage detection High

Application Programming Interface (API)-based
Denial-of-Service (DoS) detection

Moderate to high

10 active educational websites and 5 simulated prototypes
Combination of automated testing and adversarial red teaming
Vulnerabilities correctly detected

Secure responses correctly identified

Secure responses misclassified as malicious

Vulnerabilities not detected

Calculated as (T'P + T'N)/total number of tests

Calculated as TP/(TP + FP)

Calculated as TP/(TP + FN)

Harmonic mean of precision and recall with formula: 2 x ((Precision X
Recall) / (Precisison + Recall))

Derived from the Receiver Operating Characteristic (ROC) curve
Best trade-off between precision and recall

Performance variance < 5%

Recall > 95%

Recall 91-93%

Recall 92%

Recall 88-90%

TABLE 11
ATTACK VECTOR DISTRIBUTION BY WEBSITE.

Website Attack Vectors 4 Type Category

AI Learning Assistant in UI 28 Active Agademic Chatbot
Academic Chatbot in UGM 30 Active Academic Chatbot
Al Content System in Telkom 27 Active Gontent System
Virtual Tutor in Bina Nusantara University 32 Active Virtual Tutor

Chat Edu in Unair 25 Active Academic Chatbot
Smart Campus Al in ITS 24 Activer Smart Campus

Al Helpdesk in Undip 26 Active Academic Helpdesk
EduBot in UB 22 Active Academic Chatbot
Learning Assistant in Unpad 29 Active Learning Assistant
AT Academic Portal in Unhas 21 Active Academic Portal
Prototype 1 8 Prototype ~ Chatbot Simulation
Prototype 2 6 Prototype ~ Content Generation
Prototype 3 12 Prototype  Virtual Tutor
Prototype 4 10 Prototype ~ Smart Campus
Prototype 5 12 Prototype ~ Helpdesk

medium- to high-severity vulnerabilities based on the
OWASP Top 10 for LM Fiskgmapping. The most
dominant vulnerability category 1s prompt injection,
with an average of 4.1 findingsyper website, followed
by insecure output handling (3.4findings per website)
and sensitive data exposure_through LLM responses
(2.7 findings per website). The average system re-
sponse time to adversarial prompts is 1.84 seconds
(Standard Deviation (SD) = 0.46), with a statistically
notable increase in latency observed on websites that
do not implement API rate limiting for Al services, as
documented in the automated testing logs [22].

Furthermore, Table I presents a comprehensive eval-
uation of the proposed hybrid Generative Al secu-
rity framework’s vulnerability detection performance
across 15 websites (10 active Indonesian educational
sites and 5 simulated prototypes). They are tested
against 312 attack vectors combining automated scan-
ning and adversarial red teaming. The results show

strong classification metrics: 146 true positives (vulner-
abilities correctly detected), 143 true negatives (secure
responses properly identified), 14 false positives, and 9
false negatives, yielding a detection accuracy of 92.6%
calculated as (TP +T N)/total tests. Precision reaches
0.91 (TP/(TP + FP)). Then, there are recall of 0.94
(TP/(TP+FN))and Fl-score of 0.925. These results
reflect balanced performance with an Area Under the
Curve (AUC) of 0.96 from the ROC curve at an optimal
threshold of 0.65. These metrics demonstrate high
consistency (variance < 5% across sites), with superior
recall for prompt injection (> 95%), insecure output
handling (91-93%), and data leakage (92%) although
API DoS detection is moderate (88-90%), indicating
areas for refinement.

Table II shows the distribution of attack vectors
for each website tested, consisting of 10 active sites
(average of ~26.4, total of 264 vectors) with a range
of 21-32 vectors, which is a high variance. The results
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Fig. 3. Confusion matrix-vulnerability detection framework.

reflect the different complexities of each website. Then,
5 prototypes (average of ~9.6, total 48 vectors) with a
range of 6-12 vectors indicate controlled testing. Based
on these results, the reflective category consists of
academic chatbot (4 sites) which is most vulnerable to
prompt injection (4.1 findings/site on average), contént
system/tutor (3 sites) which is dominated byfinsecure
output handling issues, and smart campus/portal(3
sites) with data leakage weaknesses + high DoSdrisk.

The confusion matrix presenteddn Fig. '3 explains
the evaluation of vulnerability détection performance.
It demonstrates that the proposed hybrid security test-
ing framework is assessed across a“total of 15 web-
sites, comprising 10 acfive educational Websites and
5 simulated prototypes andhusing 312 attack vectors
that combined autemated testing and adversarial red
teaming. The results,indicaténthat the system correctly
detects 146 valnerabilities (true positives) and accu-
rately identifies 143 secure responses (true negatives),
while maintaining<telatively low numbers of false
positives (14 cases) and false negatives (9 cases). These
findings suggest that the framework exhibits a limited
misclassification rate and can maintain a balanced
trade-off between detection sensitivity and specificity.

This matrix structure supports the reported detection
accuracy of 92.6%, precision of 0.91, and recall of
0.94, as summarized in Table I. A detection accuracy
of 92.6% confirms that the majority of attack vectors
are correctly classified by the proposed framework.
Moreover, a precision value of 0.91 indicates that
most findings labeled as vulnerabilities correspond to
valid threats, thereby minimizing the risk of false
alarms. The recall (sensitivity) of 0.94 reflects the
framework’s strong capability to capture actual vul-
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Fig. 4. Receiver Operating Characteristic (ROC) curve-Vulnerability
detection framework (Area Under the Curve (AUC) = 0.96).

nerabilities] “which is a critical requirement in the
context/of Generative Al=based website security. The
combinationg6f high \precision and recall yields an
Ed=score of 0.925, indicating stable and well-balanced
detection performance.

Thé framework’s effectiveness is further supported
byt AUC value of 0.96 derived from the ROC curve
in Fig. 4 On the horizontal axis, it displays the
False Positive Rate (FPR), which is the proportion of
safe,cases that are incorrectly detected as vulnerable,
while the vertical axis shows the True Positive Rate
(TPR), i.e., the proportion of vulnerabilities that are
correctly identified. The blue curve represents the
model’s performance at various decision thresholds,
and its trajectory near the upper-left corner indicates
that the framework can maintain a high TPR while
keeping the FPR relatively low. The orange diagonal
line is the baseline for a random classifier. Because
the blue curve lies well above this line and the AUC
is close to 1, the framework can be considered highly
effective at distinguishing between truly vulnerable and
non vulnerable scenarios. The curve demonstrates a
very high discriminative ability to distinguish between
secure and malicious responses across varying detec-
tion thresholds. An optimal detection threshold of 0.65
is selected. It provides the most favorable trade-off
between precision and recall, making it suitable for
deployment in educational website environments that
require a high level of security without compromising
system usability.

The ROC curve demonstrates the discriminative
capability of the proposed framework in distinguishing
between malicious and benign responses across various
detection thresholds. The curve lies well above the
random diagonal baseline, with AUC of approximately
0.96, indicating excellent classification performance.
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This result is consistent with the benchmark-based
evaluation using RealToxicityPrompts and TruthfulQA,
further confirming the robustness and reliability of the
framework’s vulnerability detection mechanism.

From a consistency perspective, the framework’s
performance is high, with less than 5% variance
between websites. The testing and mitigation ap-
proach developed is robust and can be applied across
platforms. Vulnerability-specific analysis reveals that
prompt injection detection achieves a very high success
rate with recall exceeding 95% which is caused by
a lack of sanitization input on Indonesian education
chatbots, followed by insecure output handling and
data leakage detection, both achieving recall rates
above 90%. In contrast, API-based DoS attack detec-
tion demonstrates moderate to high performance, with
recall values ranging from 88% to 90% due to non-
adaptive rate limiting. It indicates the need for further
optimization of the rate limiting mechanism and API
traffic monitoring. These results are obtained through
benchmark-based testing using RealToxicityPrompts
and TruthfulQA to simulate adversarial inputs that
trigger information leakage and harmful content gen-
eration [14, 23].

Overall, the evaluation results provide compelling
empirical evidence that the proposed hybrid security
testing framework is highly effective in detecting and
mitigating Generative Al-specific vulnerabilities within
educational websites. This effectiveness isgdemons=
strated through superior classification pérformance,
as evidenced by the ROC curve andlysis with' an
AUC of 0.96, which indicates the framework’s robust
ability to distinguish between vulnerable “and non-
vulnerable scenarios while mirffimizing false positives.
The integration of the OWASP< Top 10 for LLM
applications ensures comprehensive coverage of LLM-
specific risks, such _ as prompt injectiony data leak-
age, and supply chainy vulnerabilities, tailored to the
unique operational context of “Al-driven educational
platforms. Complementing this, the incorporation of
STRIDE threat modeling systematically identifies po-
tential threats across categories, such as spoofing,
tampering, repudiation, information disclosure, denial
of service, and elevation of privilege, thereby enabling
proactive risk prioritization. Furthermore, the adversar-
ial red teaming component simulates real-world attack
vectors through controlled prompt engineering and
payload testing, validating the resilience of deployed
mitigations under stress conditions typical of Indone-
sian higher education environments.

B. Qualitative Results

The results of manual adversarial red teaming
yields four primary attack pattern categories, identified

through thematic coding of 1,126 adversarial interac-
tion logs. The first category, instruction override, refers
to attempts to manipulate system prompts to access
restricted information. The second category, contextual
data leakage, involves unintended exposure of internal
data or configuration details by the model. The third
category, toxic content induction, triggers the gener-
ation of inappropriate or harmful content. The fourth
category, denial of wallet, consists of repeated prompt
exploitation aimed at excessively increasing API token
consumption. These attack patterns are consistently
observed on websites that integrate LLM APIs without
additional input validation layers, corroborating find-
ings reported in prior Al security studies [24].

Threat mapping using STRIDE in Fig. 5 shows
the following threat distriblition: information disclosure
(32%), tampering (24%); DoS (d8%), spoofing (14%),
elevation of privilege (8%),%and repudiation (4%). In-
formation disclostire threats are most‘frequently found
in academic chatbot medules“that are directly con-
nected to  internal«databases, while DoS threats are
more defninant in websitel prototypes that have not
implemented API réquest throttling mechanisms. All
of these mapping results are represented in a structured
threat“model that follows the STRIDE guidelines for
modern web application systems [25].

The results of the remediation phase evaluation are
listedtinpFable III. The application uses a combination
of regex-based input validation scans that prompt for
malicious patterns, such as “ignore previous instruc-
tions,” before LLM processing. This mechanism blocks
prompt injection attacks by rejecting known adversarial
payloads at the entry point. Semantic output filter-
ing analyzes LLM responses to detect toxicity, data
leaks, or policy violations using contextual classifiers.
This approach reduces toxic output across test sites.
Adaptive rate limiting dynamically adjusts API token
consumption thresholds to prevent “Denial of Wallet”
attacks. As a result, the system maintains stability
with latency overhead while ensuring consistent per-
formance across various educational platforms. It has
successfully reduced prompt injection attack success
rates by 67.4% during retesting. The proportion of
toxic responses bypassing content filters decreases
from an average of 21.3% to 6.8% after the second
mitigation iteration. These improvements are observed
consistently across all active sample websites and
simulated prototypes, as reflected in the quantitative
comparison of pre- and post-remediation logs [26].

The remediation phase encompasses the implemen-
tation of pattern-based input validation, semantic out-
put filtering, and adaptive rate limiting for Al APIs.
All re-testing procedures are conducted using the Re-
alToxicityPrompts and Truthful QA datasets to ensure
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Fig. 5. Threat mapping visualization using Spoofing, Tampering, Repudiation/ InformationgRisclosure, Denial of Service, Elevation of

Privilege (STRIDE).

TABLE TII
RESULTS OF THE REMEDIATION EVALUATION PHASE FOR GENERATIVE'AT-BASED WEBSITE SECURITY.

Evaluation Aspect Pre-Remediation Condition.

Post-Remediation Condition Change Impact

312 attack vectors
59.9% successful
21.3% of total gesponses

Number of attack vectors tested
Prompt injection success rate
Average toxic Large Language Mod-
els (LLM) responses

Vulnerability detection accuracy 85.2%
Detection precision 0.84
Detection recall 0.87
Detection F1-score 0855
Area Under the Curve (AUC) value 0.89

(Receiver Operating Characteristic
(ROC) curve)

Insecure output handling vulngfabili-
ties

Sensitive data exposure

Denial of wallet incidents

Average system response time
System stability after remediation
Consistency of{mitigation implemen-
tation

High (3.4 findings/website)
2.7 findings/website
1.84 seconds

Inconsistent
Varied across websites

Frequently observed in prototypes

312 attack vectors
19.5% successful
6.8% of total responses

No change
1 67.4% of successful attacks blocked
1 14.5 percentage points

92.6% 1T +7.4 percentage points
0.91 1T +0.07
0.94 1T +0.07
0.925 1 +0.07
0.96 1T +0.07
Low (1.1 findings/website) 1 67.6%
0.9 findings/website 1 66.7%

Rare and controlled

2.03 seconds

Stable across all websites
Consistent across all samples

1 Significant

1 +0.19 seconds (mitigation overhead)
Improved

Achieved

consistent simulation of adversarial inputs. The evalu-
ation is performed on 10 active educational websites
and 5 simulated prototypes. The observed latency
overhead introduced by the mitigation mechanisms
remains within acceptable tolerance levels for web-
based educational systems.

Final validation of the proposed framework is con-
ducted through an expert review involving an In-
donesian educational AI website developer, comple-
mented by limited simulations on an additional eight
Generative Al-based educational websites outside the
initial sample. The validation results indicate that all
framework components, ranging from reconnaissance

procedures, OWASP Top 10 for LLM-based threat
modeling, adversarial red teaming, to quantitative
metric evaluation, can be applied without significant
modification within typical educational website de-
velopment environments. All testing artifacts, includ-
ing threat model templates, security testing checklists,
and metric evaluation schemes, are successfully and
consistently implemented across heterogeneous testing
environments, aligning with publicly available cloud-
based Al security best practice recommendations [27].
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C. Discussion

The research findings confirm that the primary re-
search objective, namely, to develop and validate a
hybrid security testing framework for Generative Al-
based websites in the Indonesian education sector,
has been empirically achieved. The high prevalence
of prompt injection, insecure output handling, and
information disclosure vulnerabilities observed across
the sampled websites demonstrates that the research
problem concerning the inadequacy of conventional
security mechanisms in addressing the unique char-
acteristics of LLM-based systems is both relevant
and empirically substantiated. The results support the
research question with a 92.6% accuracy increase via
the hybrid framework, with evidence of a 67.4% attack
reduction. These findings directly address the research
question with a framework that improves robustness,
indicates that the adopted DSR approach is effective
in producing a functional and context-aware artifact.
These results are consistent with DSR principles that
emphasize the practical utility and empirical validity
of research artifacts [28].

From a theoretical perspective, the findings reinforce
the relevance of the OWASP Top 10 for LLM as
a primary conceptual lens for identifying Generative
Al security risks that are not adequately addressed
by classical web security paradigms. The domifnance
of information disclosure and prompt injectiongthreats
identified through STRIDE-based threat medeling sug-
gests that security risks in Al-enabled websites are
predominantly semantic and contextual; rathér than
purely structural, as highlighted in recent Al security
literature [29]. The integratioinof STRIDE “enables
quantitative testing outcomes to be translated into sys-
tematically actionable thseat categories, strengthening
the argument that Al security testifigs requires cross-
framework approaches;, ratherithan a direct adaptation
of traditional web security testing, methods [30].

When compared with “prior studies, the research
results are aligned with the“findings of previous re-
search, identifying prompt injection as a dominant at-
tack vector in web-based LLM applications. However,
the research extends prior work by conducting evalu-
ations on operational real-world websites, rather than
limiting analysis to laboratory-based simulations [24].
In contrast to studies that focus on isolated mitigation
techniques, such as output filtering alone, this research
demonstrates that mitigation effectiveness improves
significantly when a defense-in-depth strategy is em-
ployed. This finding contributes to the empirical dis-
course, which has previously been fragmented across
conceptual and narrowly scoped studies [31]. Notably,
these results diverge from certain conceptual arguments

suggesting that rule-based mitigations are ineffective
against adaptive LLM attacks, as the present study
shows that rule-based mechanisms remain effective
when combined with dynamic monitoring and iterative
evaluation [3].

The primary scientific contribution of the research
lies in extending the empirical understanding of Gen-
erative Al website security within a developing country
context, which remains underrepresented in the global
literature. By integrating adversarial red teaming, quan-
titative detection performance metrics, and qualita-
tive threat modeling analysis, the research proposes
a methodological model that is both replicable and
adaptable for future research. In practical terms, the
research contributes by delivesing a framework that can
be directly integrated intd the development lifecycle
of Al-enabled educational websités, thereby supporting
the increasingly emphasized secure-by-design agenda
in contemporarygAl governance [32)¢

IV« CONCLUSION

The wéscarch concludes/that Generative Al-based
educational websites(exhibit a security risk profile that
is Substantidlly different from conventional websites,
with domdinant vulderabilities occurring at the level of
semantic interaction and model output management.
The empirical findings demonstrate that threats, such
ds promptyinjection, information leakage, and context
manipulation, constitute primary attack vectors that are
not yet fully addressed by traditional security testing
mechanisms. The development and application of a
hybrid security testing framework grounded in DSR
have proven effective in detecting and mitigating these
vulnerabilities, as demonstrated by a 92.6% increase
in detection accuracy, a 67.4% decrease in attack
success rate, and consistent post-remediation system
stability on both the sample website and the simulation
prototype. The results support the research question
through empirical evaluation on real sites.

From both scholarly and practical perspectives, the
research reinforces the importance of integrating Al-
specific security frameworks, including risk-based ap-
proaches and systematic threat modeling, within the
context of Generative Al-enabled websites. The pro-
posed framework not only extends theoretical under-
standing of LLLM threat characteristics in web environ-
ments, but also provides actionable guidance that can
be adopted by developers and educational institutions
to implement secure-by-design principles in a more
structured manner. In doing so, the research bridges
the gap between conceptual Al security discourse and
practical implementation requirements.

The implications of this research are multidimen-
sional. For researchers, the findings open avenues for
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future studies to apply similar frameworks in other
sectors or to integrate them with continuous secu-
rity testing approaches within MLOps pipelines. For
practitioners, the results underscore the urgency of
adopting Al-specific security testing prior to deploying
Generative Al on public-facing websites and serve
as a practical guide for Indonesian educational web-
site developers. Finally, for policymakers, the findings
support the need for national Al regulations as more
operational and contextual Al security guidelines in
Indonesia, in line with the global trend of strengthening
Al regulations and digital data protection.

The various impacts of this research are as follows.
For the theoretical impact, the research reinforces
the integration of OWASP Top 10 for LLM and
the STRIDE framework in the context of developing
countries, filling an empirical gap in previous Al
security research that is limited to laboratory simula-
tions. The research advocates adaptive testing for non-
deterministic LLM systems, going beyond traditional
web security approaches. For practical impact, this
framework provides practical guidelines for university
developers to mitigate prompt injection, data leakages
and unsafe output through input validation, seman-
tic filtering, and rate limiting, reducing the riskmef
disruption to educational services and studént data
breaches. For Indonesia’s education sectorgamid rapid
Al adoption at sites, these results reduce theyvulner-
ability of strategic educational infrastructure to eyber
exploitation, supporting national data security regula-
tions with minimal latency overhead (0419 seconds).
For policy and industry impact, educational institutions
can adopt this framewogk for compliance, while local
developers gain an aligned testing checklist for cloud-
based Al practices. The reseatch facilitates secure Al
deployment without hindering learning innovation.

Neverthelessy the research has several limitations
that must be acknowledged. First, although the number
of websites analyzed tepresents the educational context
in Indonesia, the number is still relatively limited to
only 15 sites, and caution should be exercised when
generalizing these findings to other sectors, such as
finance or health. Second, the evaluation is conducted
within a constrained time frame (October-November
2025), which may not fully capture long-term threat
dynamics such as model drift, adversarial adaptation
by attackers, or the emergence of novel vulnerabilities
in continuously evolving LLM models deployed in
production environments. Third, validation relies on in-
terviews with a single AI website developer from an In-
donesian educational institution, limiting the diversity
of practitioner perspectives and potentially introducing
bias toward local development practices. It represents a

common limitation in applied security research where
multi-stakeholder expert panels are resource-intensive
but ideal for comprehensive validation.

Looking ahead, future research may broaden the
scope of evaluation to other sectors characterized by
higher data sensitivity, such as healthcare, finance,
and public services, where the risks associated with
Generative Al misuse may be more pronounced. Future
studies may also develop continuous security testing
mechanisms embedded within both the development
and operational cycles of Al systems, enabling security
assessment not only prior to deployment but also
throughout system updates and real-world operation.
Furthermore, investigating the automation of Al-driven
security testing and itsaalignment with local governance
and regulatory frameworks may contribute to the de-
velopment of more adaptive, practical, and sustainable
Generative Al securify practices jacross diverse imple-
mentationfcontexts.
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