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Abstract—The health centers in the village are well
equipped in terms of infrastructure. It also has a large
group of patients and staff who usually run services
such as opening the file and adding data of patients
or doctors using the papers and searching between the
patient files. This manual job is challenging to do and
wastes time. The developed system in the research aims
to transform the center into a technology-based center
by leaving paperwork in their daily work. The proposed
system is considered as the first part of a global and
integrated solution based on Internet of Things (IoT)
technology. It seeks the enhancement of the Saudi Arabia
health system, especially in the current pandemic period.
The whole analysis diagrams are realized through the
Visual Paradigm tool suite. The patient file management
system has three types of modules, including the admin-
istrator, doctor, and receptionist. The proposed system
provides a computerized patient file management in the
health center. It will benefit the small health center and
the receptionists who currently depend on the manual
system. The proposed system is automated patient file
management by integrating hospital information and
details and healthcare information of the patients to a
central system database. It also provides receptionists
an easy way for booking an appointment according to
patients’ preference, and they can search and access
patients’ information conveniently.

Index Terms—Internet of Things (IoT), Health Centers,
Southern Saudi Arabia

I. INTRODUCTION

NOWADAYS, health is more vital than before.
People’s health, especially in a pandemic phase,

drives major government sectors, such as the econ-
omy and finance [1]. Likewise, in the last decade,
technological advances and innovations offer solutions
and perspectives that are unreachable before. Internet
of Things (IoT) can change lifestyle in the coming
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years [2]. Taking advantage of such technologies with
health requirements becomes a huge challenge [3]. It
addresses the health problem in the southern Saudi
Arabia region regarding IoT technologies [4].

The health centers in the village are well equipped
in terms of infrastructure. It also has a large group
of patients and staff who usually run services such
as opening the file and adding data of patients or
doctors using the papers and searching between the
patient files. These manual works are hard to do and
waste time. If people rely on the paper system, they
may lose the paperwork or damage the papers. Many
complaints have been made about the loss of patient
files and the difficulties associated with transferring
files to the hospitals and alternative clinics. From time
to time, the staff hears complaints about the loss of
medical files or the delay due to the searching process
and the finding of medical files for a long time and
congestion during the morning. Obviously, medical
files have become a problem. However, the loss of a
medical file is also a concern for the patients. Hence,
a solution is needed to move the file without papers
and exploit the information that penetrates lives and
becomes an integral part. Hospitals have emptied a
range of traditional medical records, files, radiographs,
and other documents relating to patients and medical
history in many developed countries. These files have
been transferred to electronic records and documents
that are updated and developed according to patients’
frequency, changes, and developments. Several previ-
ous researchers [5–8] propose solutions to tackle the
problem of health systems. However, these solutions
fail to handle the specific characteristics of Saudi
Arabia in general and the southern region specifically.

The research aims to develop the center by introduc-
ing technology in their work. Thus, it will facilitate
the task of managing the center in the right way. It
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is expected to transform the center into a technology-
based center by leaving paperwork in their daily work
to develop the system and general function. It enhances
the previous works by overcoming their shortness and
provides a dedicated solution for health services in the
southern Saudi Arabia region.

II. LITERATURE REVIEW

A. Previous Research

The previous researchers propose a unique cloud-
based hospital management system for both patients
and hospital staff (doctors and management). The
primary target of this design is to make people have a
better experience in the hospital than the current one.
Hospital is a place where no one willingly wants to
visit, but there are times when people need to. The old
system of hospitals is also not very user friendly. There
are lots of problems that make hospital experience
terrible. For example, the patients wait in the queue
for long hours. The main focus is to make people’s
lives easier in the hour of need. The system will reduce
much paperwork and save time [9].

Another previous research provides a design and
implementation of the hospital management system.
Before a computerized hospital management system
comes into practice, it is difficult to keep proper
records of the daily activities of hospitals, patient
information, equipment maintenance schedule in the
hospital, and how funds are allocated and used. It
results in a waste of money, time, and workforce. The
hospital management system is the designed informa-
tion management system to manage the various aspects
of the hospital (administrative, clinical, and financial
issues). It helps to monitor and control the hospital’s
daily transactions and performance. It also addresses
the critical requirements in the hospital. The system
enables access to the right information and automation
of complex tasks. Thereby, it allows the staff to spend
more time caring for patients. The system is custom
built to meet the specific requirements of medium and
large size hospitals across the globe [5].

Next, another research designs a hospital manage-
ment system that deals with the patients’ health. Good
medical care relies on well-trained doctors and nurses
and high-quality facilities and equipment. It also relies
on good record keeping. Without accurate, comprehen-
sive, up-to-date, and accessible patient notes, medical
personnel may not offer the best treatment or may
misdiagnose the condition, which can have serious con-
sequences. Associated records, such as x-rays, speci-
mens, drug records, and patient registers, must also
be well cared for. Good records also ensure several
things. First, the administration in the hospital runs

smoothly. Second, the unneeded records are transferred
or destroyed regularly. Third, it keeps storage areas
clear and accessible. Fourth, essential records can be
found quickly. Hence, it saves time and resources. The
records also provide evidence of the accountability in
the hospitals for its actions, and they form a key source
of data for medical research, statistical reports, and
health information systems [10].

Numerous previous studies [6–8] address the con-
text of building IoT healthcare systems. The previous
research describes the connected health model and the
emerging related technologies towards the distributed
health information sharing. They address the prob-
lem of establishing standard communication in IoT
healthcare systems, focusing on related communication
protocol evaluation [7]. Similarly, other previous re-
searchers provide a representation of an IoT healthcare
system. It is the general description with a special
presentation of its related infrastructure. They tackle
the security issues with a presentation of potential
vulnerability by the major cyber-attack [6]. Then,
some researchers present a general-purpose healthcare
system that interacts with a cloud environment. They
propose a healthcare system architecture by focusing
on how to maintain system performance in a distributed
context. This performance is ensured by implementing
a unified data flow with scheduling algorithms to
ensure the fair distribution of system resources [8].
However, the software patient service and its related
interfaces and design do not address the related works.

B. Internet of Things (IoT) Background
The IoT concepts are drawn by its roots from the

founder concept of “smart devices”. This idea, which
started in the 90s, is the basis behind the nowadays
evolution of IoT. However, the first establishment of
this concept is made in the last decade of the previous
century [3]. Many common factors have led to the great
evolution of IoT, such as the Internet growth, network
evolution (3G, 4G, LTE, and 5G), accessibility of
technology, and the technology integration with daily
lives [11].

However, the concepts have been raised momentum
at the beginning of the current century, basically,
with the Internet Protocol for Smart Objects (IPSO)
alliance formed by around fifty-member big technology
companies such as Cisco, Intel, Sap, Sun, Google, and
others. There is a growth report of smart devices by
Cisco Internet Business Solutions Group (IBSG) in the
same year. It depicts that the number of connected
devices worldwide has overtaken the human population
before 2010. It also predicts that by 2020, it will
reach the fifty-billion connected devices. The statistic
is presented in Fig. 1.
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Fig. 1. The evolution of connected devices per person over past
years.

Fig. 2. The Internet of Things interest over past years.

Nowadays, IoT is one of the most relevant fields in
web searches worldwide. The IoT interest (delivered
by Google) is depicted in Fig. 2. It represents the
IoT interest over the last ten years and exhibits the
high evolution of IoT interest worldwide, especially in
the last five years. Many honorable consultant offices
predict IoT will lead the innovative emerging business
process and models. Some of them even go further
by saying that innovative sectors will be based on
IoT. Hence, current companies based on the traditional
business model may be driven out of business [12].

Nowadays, IoT is one of the most relevant fields in
web searches worldwide. The IoT interest (delivered
by Google) is depicted in Fig. 2. It represents the
IoT interest over the last ten years and exhibits the
high evolution of IoT interest worldwide, especially in
the last five years. Many honorable consultant offices
predict IoT will lead the innovative emerging business
process and models. Some of them even go further
by saying that innovative sectors will be based on
IoT. Hence, current companies based on the traditional
business model may be driven out of business [12].

C. Responsibilities of the Health Centers towards the
Patients

Some general responsibilities in health centers in-
clude:

1) Be fully aware of the patients’ rights and respon-
sibilities of health centers

2) Be the best possible healthcare

3) Identify the identity and professional character of
the working staff and the responsible doctor for
the patients’ treatment

4) Obtain a comprehensive explanation and informa-
tion about diagnosing patients’ condition

5) Protect the confidentiality of medical data and
information

6) Obtain copies of diagnostic papers or medical
reports upon request to receive treatment in a
healthy and safe environment.

III. RESEARCH METHOD

A. Proposed System

The patient file management system is designed for
health centers in the village. It is to replace their
existing manual paper-based system. The new system
is comprehensive by integrating the designed infor-
mation systems to manage the information of patients
and service processes. Therefore, the system must be
user-friendly, simple, fast, and cost-effective. It can
deal with collecting information regarding the patients,
departments, doctors, diagnosis details, and others.

The main function of the system is to register and
store the details regarding the patients and doctors,
retrieve these details when they are required, and
change these details meaningfully. The system input
contains details of patients and diagnoses. Meanwhile,
the system output is to get these details on the screen.
The system can be entered using a username and pass-
word. It is accessible by an administrator, doctor, or
receptionist. Only they can add data into the database.
Moreover, the data can be retrieved quickly to reduce
the currently required time and resources for such
tasks. Also, patient data are well protected for personal
use and make the data processing very fast.

B. Analysis Diagram

The whole analysis diagrams are realized through
the Visual Paradigm tool suite. The analysis of the
proposed system is achieved through the Use Case dia-
gram as depicted in Fig. 3. It shows the various system
actors, including the administrator, the receptionist,
and the doctor. The researchers model the basic units
of useful functions, such as managing patient files,
chronic diseases, and doctors. The Use Case diagram
also presents the interaction in the system with the
various users. Afterward, the structure of the proposed
system is described using a Class diagram in Fig. 4. It
mentions the basic structure of the proposed system.
The classes of staff, administrator, receptionist, and
doctor provide the basic actors’ structure, including
appointments and consults. It establishes the basic
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Fig. 3. The Use Case diagram.

structure of the system services. Figure 4 also describes
the required class relations.

IV. RESULTS AND DISCUSSION

The proposed healthcare solution offers several re-
sults. Those are described in two parts. The first
one describes the basic interface in the system. The

second one focuses on the major system contributions,
including functional and nonfunctional services.

A. Interface Design

The dashboard is where the administrator can control
the system and user data. The administrator will be
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Fig. 4. The Class diagram.

Fig. 5. The administrator’s panel form.

redirected to this form as depicted in Fig. 5 after
proving his or her identity in the login form. The
administrator has the privilege to manage information
of department, chronic disease, doctor and search the
needed patient files. In addition, the most important
role for the administrator is to manage other users in
the system. The administrator can create, update, or
remove users, and manage the diseases, as shown in
Fig. 6. The service in Fig. 7 allows the administrator
or receptionist to find and retrieve patient files. The
related information like name of the patient, gender,
mobile number, email, birthdate, chronic disease, and
consultation details given to patients will be obtained.

Fig. 6. Example of managing a chronic disease phase.

B. Results

The proposed system is automated patient file man-
agement by integrating hospital information and pa-
tient information into a central system database. It
also provides receptionists with an easy way to book
appointments according to patients’ preferences. They
can search and access patient information conveniently.

The result achieved in the research is a working
patient file management application. It performs the
stated requirements in this document. The system
has three types of modules, includes administrator,
doctor, and receptionist. The first module is for the
administrator. It allows the administrator to manage
departments of health centers, doctors, user accounts,
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TABLE I
IMPLEMENTATION RESULTS OF THE PROPOSED SYSTEM.

Type of the user Total Factor Very Satisfied Somewhat Satisfied Neutral Somewhat Unsatisfied Very Unsatisfied

Doctors 8 User Interface Design 0 5 3 0 0
Usefulness 1 6 1 0 0

Administrators 2 User Interface Design 1 1 0 0 0
Usefulness 1 1 0 0 0

Receptionists 10 User Interface Design 4 2 2 1 1
Usefulness 3 4 1 1 1

Fig. 7. Example of finding and retrieving patient information phase.

and chronic diseases and search patient files. The
second module is for the receptionist. The receptionist
can create patient files, add chronic diseases to patient
files, make appointments for patients, search for patient
files, and retrieve all information related to patients
and appointments in the system. Finally, the doctors’
module allows them to review all related appointments
and add consultant records to patient files after each
patient’s visit.

After testing the system modules against some input,
the researchers find that the software is user friendly. It
is designed to be performed well, scalable, extensible,
and highly available. The usability of the system is also
tested. The results are shown in Table I. It focuses
on two factors: the ergonomic aspect of the system

through the satisfactory scale of the user interface
design and the system usefulness using the same scale.
The whole system users are involved in the usability
study.

The proposed system ensures the privacy of the
users’ data. It secures its access with a dedicated
service. An enhanced security module that can ensure
system control in the case of integrating the proposed
system with other health systems (government hospital
system) is under process with an associated project
to cover security vulnerability in IoT [6, 13, 14]. The
medium-term objective is to provide an IoT-based sys-
tem for healthcare in the southern Saudi Arabia region.
It takes advantage of the enormous communication and
network advances (establishment of the five-generation
wireless network) and the continuous increase in com-
munication devices. The integrated global solution is
articulated on layered-based healthcare architecture.
The proposed solution is included in the service layer
part. Then, the security issue involves the control layer
part.

V. CONCLUSION

The proposed solution provides a computerized ver-
sion for patient file management in health centers. It
will benefit the small health centers and the reception-
ists who currently depend on the manual system. It
makes the entire process automated. The administrator
can log in to manage information of departments,
doctors, chronic diseases, and other users’ accounts.
The receptionist can also create, update, find, and
access patient files in the system.

Future research of this system can add more features
to accommodate other users, such as doctors, pharma-
cies, and nurses who can access patient files, retrieve
needed information, and update files directly on needs.
On the other hand, further research can improve an
online portal to allow patients to register and manage
their membership profile. This portal can provide 24-
hour access for patients to manage their appointments,
retrieve the diagnosis results given by doctors, see lab-
oratory analysis results, and more. Thus, the additional
features will make the system more interactive and user
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friendly. The system can fulfill each user’s need in the
best possible way.
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