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Abstract—Audio is one of the digital items that can
reveal a happened case. However, audio evidence can
also be manipulated and changed to hide information.
Forensics audio is a technique to identify the sound’s
owner from the audio using pitch, formant, and spec-
trogram parameters. The conducted research examines
the similarity of the original sound with the manipulated
voice to determine the owner of the sound. It analyzes the
level of similarity or identical sound using spectrogram
analysis with the Digital Forensics Research Workshop
(DFRWS) Method. The research objects are original
and manipulated files. Both files are in MP3 format,
which is encoded to WAV format. Then, the live forensics
method is used by picking up the data on a smartphone.
Several applications are also used. The results show
that the research successfully gets digital evidence on
a smartphone with the Oxygen Forensic application. It
extracts digital evidence in the form of two audio files and
two video files. Then, by the hashing process, the four
obtained files are proven to be authentic. Around 90%
of the data are identical to the original voice recording.
Only 10% of the data are not identical.

Index Terms—Audio Forensics, Smartphone, Digital
Forensics Research Workshop (DFRWS)

I. INTRODUCTION

HE era of advanced technology makes the digital
world familiar for people to send messages in the
form of text, audio, and video. The ease of application
on a smartphone opens up opportunities for someone
to commit a crime. The crime involving technology
is called cybercrime. For example, it can be a hoax,
photo forgery, illegal transaction, and bullying [1].
Illegal transactions using voice and video messages
are also digital crimes. Audio can be in the form
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of voice messages, the sound in the video, sound
recordings, and recordings of the wiretapping. Audio
files such as WAV, AU, and MP3 can be manipulated
to protect the secret messages [2, 3]. Voice and video
messages have many drawbacks, which can be manip-
ulated using the software on a computer or smartphone
application that can hide the voice owner’s identity [4].
The form of manipulation of audio can be done by
changing the timbre and pitch.

Presentation of digital evidence is used for authenti-
cation and correlation of the cases. The investigator
carries out the stage to protect evidence and min-
imize the damage during the investigations so that
the evidence is still original. Hence, the investigator
can receive digital evidence of sound recordings using
smartphones as recording devices [5]. In a court, the
evidence is needed to resolve the case. If the audio
evidence is unknown (the voice owner cannot be
identified), it cannot be used.

In general, digital forensics aims to analyze the
suitability or authenticity of the multimedia content
with the original content. Analysis of audio, video, and
image on forensics usually not to find evidence but to
test the suitability or authenticity of the content of the
evidence with the original content [6]. Various methods
of computer and digital forensics are developed to deal
with various types of cybercrimes. In addition, digital
forensics methods are also developed to deal with the
increasing number of cyber-attacks which have now
become a global trend [7].

To handle data manipulation, it needs forensics
methods. One of the methods is the Digital Foren-
sics Research Workshop (DFRWS). It uses scientific
methods with a basis for the maintenance, collection,
validation, identification, analysis, interpretation, doc-
umentation, and presentation of digital evidence origi-
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nating from digital sources. It aims to facilitate or con-
tinue the reconstruction of events containing crimes. It
also helps to anticipate unauthorized actions that are
proven to interfere with planned operations [8, 9]. It
is one of the forensics methods with complete stages
in carrying out the forensics process and is widely
used by forensics investigators. In general, the stages
of the investigation process of digital evidence using
DFRWS in both computers and smartphones have
six main stages: identification, preservation, collection,
examination, analysis, and presentation. The tools of
Oxygen Forensics Suite 2014 and Praat are used in
this study.

Increased smartphone users cause the increase in
crimes involving Android smartphones. Therefore mo-
bile forensics is needed to solve this problem [10-
12]. Mobile forensics is a live forensics process [13].
It is the science of recovering digital evidence from
mobile devices using data that are compatible with
forensics [14]. The data taken from a cell phone can
be used as evidence. This evidence can be used as a
basis when investigating a case by law enforcement
agencies. There is some evidence that can be extracted
from mobile phones, such as contact numbers, call
logs, messages, audio files, emails, Internet history, and
other evidence related to the investigated case [15].
Logical or physical methods can extract the data. The
purpose of logical extraction is to get data from the sys-
tem by directly interacting with the device using tools
or software specifically for mobile device forensics.

Moreover, audio forensics is a field of science that
analyzes audio, sound, or recorded evidence. Voice
recordings contain data and information similar to
frequency characteristics used to determine the iden-
tity [16, 17]. In audio forensics, listening and analyzing
often use visual and sound of spectrograms. It uses
applications to investigate and construct evidence in
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court. However, it often leads to wrong conclusions
due to data loss when transferring data or editing it
electronically [18]. The analyzed audio can be through
the parameters of pitch, formant, and spectrogram to
show identities [19]. With the audio forensics method
that has been developed, analysis can reduce the pos-
sibility of errors in the conclusions [20].

Spectrogram analysis aims to assess the identical
common patterns and specific patterns on each an-
alyzed word’s formant. It looks at the energy lev-
els in each formant. If the pronunciation of certain
words from the manipulated recording and the original
recording does not show a definite change, the pronun-
ciation of the sentence has the same spectrogram [21—
23].

Previous research on audio forensics is not carried
out using forensics steps that have been determined
by forensics associations such as the National Institute
of Standards and Technology (NIST), Association of
Chief Police Officers (ACPO), and DFRWS. Previous
research uses high pitch and low pitch audio samples
as the used audio [18]. The novelty in the research
is using the proven forensics steps, namely DFRWS.
It compares the original audio with the manipulated
audio with the feature of converting humans’ voices
into robotic voices. The research aims to find the best
way to determine the identity of the owner of the voice
that has changed.

II. RESEARCH METHOD
A. Research Material

The research object is two audio files. There are
original and manipulated files. The original audio file is
15-seconds long with a file size of 125 KB. Meanwhile,
the manipulated audio file is 14-seconds long with a
file size of 111 KB. Both files are in MP3 format,
which is encoded WAV format later. Then, the live
forensics method is used to recover the data on a
smartphone.

B. Research Flow

The research uses a digital forensics method created
by DFRWS. The DFRWS method helps obtain evi-
dence and a centralized mechanism for recording the
information. The data are collected in several stages,
as shown in Fig. 1 [24]. First, the identification stage
determines the needs for the investigation and searches
for the evidence. Second, the preservation or main-
tenance stage requests the digital evidence to ensure
the authenticity of the evidence and refutes sabotage
claims. Third, the collection stage identifies certain
parts of digital evidence and data sources. Fourth,
the examination stage determines the data filtering on
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Fig. 2. Digital Forensics Research Workshop (DFRWS) workflow
diagram.

certain parts of the data source by changing the shape
of the data. However, it does not change the contents
of the data to maintain authenticity. Last, the analysis
stage determines where, by whom, how, and why the
data are produced.

C. Spectrogram

A spectrogram is a form of visualization of each
formant value. The value is equipped with an energy
level or known as the formant bandwidth. It is very
suitable for voice identification cases of sound falsifi-
cation using the pitch shift technique to eliminate the
character of the recording sound owner [22, 23]. Spec-
trogram analysis is used to identify the general patterns
in words and specific patterns that are unique to each
formant and the energy level of the analyzed syllables.
If the distinctive spectral patterns of the two analyzed
audios do not show any significant difference, it can
be said that the two sounds are identical [19, 21, 23].

III. RESULTS AND DISCUSSION

Figure 2 shows the DFRWS workflow in the re-
search. It starts from a physical investigation of a
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TABLE I
SMARTPHONE IDENTIFICATION.

Types Specification
Brand Samsung
Series Galaxy
Model Young
Model Number SM-G130H
352716071399351/00
IMEL 352717071399359/00
Operating Sytem Android

Operating Sytem Version
Processor

4.4.2 (KitKat)
ARM Cortex-A7

smartphone that has been designated as evidence. This
stage shows the specifications to help investigators
to take the necessary data. Then, the authenticity of
evidence is maintained to prevent data manipulation by
shutting down the existing network on the smartphone
according to the procedure by turning on the airplane
mode. Next, data collection with the live forensics
method is conducted. The data retrieval is done when
the smartphone is turned on. It retrieves and selects
the required data for investigators. After the data are
extracted successfully, check the result of the hash
value on the digital evidence. The analysis is done to
determine the identity of the voice owner of the record-
ing. The results can be legally proven according to the
law. Audio forensics has several methods that need to
be done, such as statistical analysis of pitch, formant,
and bandwidth (hood ratio, graphical distribution, and
spectrogram). Last, it reports the initial to the end result
in the presentation stage containing physical evidence,
digital evidence, and analysis results. The results can
be considered whether the evidence is valid or not and
show the most effective method in this case.

A. Identification Stage

According to the case scenario, this research uses
a smartphone with digital evidence of two audio
files. The research uses the Samsung Galaxy Young
smartphone with several specifications. It has Android
KitKat as the operating system and ARM Cortex-A7 as
the processor. The specification can be seen in Table I.

B. Preservation Stage

The next stage is preservation. It keeps the digital
evidence, ensures the authenticity of the evidence, and
denies the claim that the evidence has been sabotaged.
The process is done with the isolation technique of
physical evidence and the creation of backups in the
form of cloning or processing the image files of the ev-
idence using smartphone cloning hardware to storage.
First, the researchers isolate the smartphone from the
communication network. Isolation needs to be done to
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Fig. 3. Smartphone backup process.

Fig. 4. Result of the backup process.

avoid things that can damage digital evidence or affect
data integrity. It is done by using airplane mode in the
smartphone.

C. Collection Stage

The third stage is the collection. It is the process of
collecting the identification of a particular part of the
digital evidence and data source. The retrieval process
of digital evidence in smartphones has a high risk. In
case of fatal errors, data and digital evidence can be
lost or corrupted so that it is not readable. Therefore, it
is necessary to do the preservation stage first (backup).
This process is also called logical acquisition. The
used tool to perform the backup process is the Oxy-
gen Forensic which has a good backup system in a
smartphone. Figure 3 shows the backup process with
Oxygen Forensic. The result of this backup process is
an image with varied document sizes. It depends on
the amount of data on the smartphone. It is shown in
Fig. 4.
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D. Examination Stage

The extracted files are in the form of two video files
and two audio files. From these results, the original
video file is 20191203_102421.mp4. Meanwhile, the
video that has been manipulated is edited.mp4. Then,
the original audio file is voice-2019-12-03-10-23.mp3,
and the manipulated audio file is voice-2019-12-03-10-
23_1.mp3. The extraction results can be seen in Fig. 5.

E. Hashing Process

The extraction results that have been stored are
continued to the hashing process. It determines the
hash value in the files, as shown in Fig. 6. It shows
the result of the hash process using HashMyFile.
The hashing results in the original video file
(6c977b2326£9792422ad4630dda02034) and the origi-
nal audio file (d2d492efec1929786f9ae3b565db45c1).

Meanwhile, the manipulated video file
is 6¢c6eleleb6daab0bd84cd67a38e472acs,
and the manipulated audio file is
7fdd6b28da08c05f46358449ectef9e?2. The  hash

results can conclude that both the original and the
fake files are different. The next step is that the video
will be converted to audio in the form of WAV format.
Then, the files are analyzed.

F. Analysis Stage

The data are processed by cutting it per syllable and
taking the pitch value of the syllable. The analyzed
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audio contains the words, “You, please make a transfer
of twenty million after that the ordered goods will be
sent three days later after transfer”. Separating each
word is done twenty times on each obtained audio file.
The Praat application is used to divide the audio for
each word. The example is in Fig. 7.

Spectrogram analyzes the specific patterns on the
formant. If the spectral characteristic pattern on two
analyzed sounds does not indicate a distinction, the
sounds are identical [22]. Figure 8 shows the audios
are identical. The red circle in Fig. 8 shows that the
two audios are identical. There is a distinctive pattern
occurring at the beginning of the 3000 Hz to 1000
Hz frequency, and the typical pattern appears again at
5000 Hz to 1000 Hz. Then, each formant in the audios
is analyzed.

G. Presentation Stage

The final stage is the presentation stage done by
redisplaying that information generated from the previ-
ous stage once the reserchers obtain the evidence from
the analysis process. The Oxygen Forensic application
can retrieve data from evidence in a smartphone as
seen in Fig. 9. Oxygen Forensic can retrieve 227 data.
There are 2 audio files, 2 video files, 5 deleted audio
files, 9 deleted video files, 15 image files, 59 deleted

The results of the found files
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Fig. 9. The results of the found files.

TABLE I
THE RESULT OF THE ANALYSIS.

Syllables Spectrogram Analysis

You Matched
Please Matched
Make a Matched
Transfer Matched
Of Matched
Twenty Matched
Million Matched
After Matched
That Matched
The Matched
Ordered Matched
Goods Matched
Will Matched
Be Matched
Sent Matched

Three Unmatched
Days Matched
Later Matched

After2 Unmatched
Transfer2 Matched

images, 20 message files, 48 deleted message files, and
67 other files.

The result of spectrogram analysis shows that the
sound sample is identical to the evidence (see Table II).
The formant frequency waves do not differ much
between the two data. The results show that 90% of
the data are identical to the original voice recording.
Only 10% of the data are not identical. The research
has the same results as previous studies.

IV. CONCLUSION

Audio is one of the digital items that can reveal
a happened case. However, audio evidence can also
be manipulated and changed to hide information. To
handle data manipulation, it needs forensics methods.
One of the methods is the DFRWS. It uses scientific
methods with a basis for the maintenance, collec-
tion, validation, identification, analysis, interpretation,
documentation, and presentation of digital evidence
originating from digital sources.
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Based on the obtained results, the research success-
fully gets digital evidence on a smartphone with the
Oxygen Forensic Suite 2014 application. It extracts
digital evidence in the form of two audio files and
two video files. Then, by the hashing process, the
four obtained files are proven to be authentic. The
spectrogram analysis that samples the audio with video
evidence is identical. The specific pattern on each
formant does not have a significant difference, so that
the results are identical to the audio sample. It proves
that 90% of the sound of the evidence is identical to
the original voice recording. Only 10% of the data are
not identical.

There is a suggestion for further research related to
audio forensics. Future research can use other foren-
sic methods in the forensics analysis, such as pitch
statistical analysis, formant and bandwidth analysis,
Mel Frequency Cepstrum Coefficients (MFCC), or the
Itakura-Saito Distance method.
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