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Abstract—The research presents a novel electric
bike rental system that operates efficiently without an
internet connection. The system integrates a logistic
map algorithm into an embedded microcontroller and a
web-based rental information system. The logistic map
has pseudo-random code generation properties, allowing
identical activation tokens to be generated on both
the server and the embedded system, enabling robust
token validation on e-bike units. Users rent e-bikes by
scanning a barcode on the e-bike unit. The barcode
then directs the user to a web interface, where they can
select the rental duration via a secure payment gateway.
The rental system is pay-per-use, eliminating the need
for deposits or account registration and enhancing user
convenience. Once payment is verified, a message is sent
containing the receipt details and an activation token
that can be used on the e-bike. The obtained token
generation and verification times are 0.68 ms and 0.72
ms, respectively. This test demonstrates the ability to
generate tokens in real time without significant latency.
However, this approach faces practical issues of token
collisions and hardware limitations. Token collisions
occur when a 9-digit token appears twice across five
different ID tokens, with counters ranging from 1 to
10,000 for the same e-bike ID and rental duration.
Rounding to significant digits causes this problem due
to the microcontroller’s inherent limitations. However,
these duplications occur at widely separated counters,
making them difficult to exploit. This system effectively
balances simplicity, security, and scalability for local
e-bike sharing services.
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I. INTRODUCTION

THE emergence of Bike-Sharing Systems (BSS)
has changed the electric bike rental market. These

systems are commonly equipped with embedded sys-
tems based on the Internet of Things (IoT). Generally,
IoT-based research in this domain can be categorized
into several focus areas, including data acquisition,
demand forecasting, scheduling process planning, and
electronic security. Data acquisition involves imple-
menting IoT, where bike units are equipped with
sensors connected to a server to display the status
and location of the units [1–3], as well as energy
consumption [4].

In demand forecasting, research uses datasets col-
lected from sensors and customer accounts within
the bike-sharing information system to predict and
schedule the effective positioning of bikes across large
cities or areas using machine learning or deep learning
approaches. For instance, the machine learning ap-
proach employing gradient boosting methods has been
used to predict the number of bikes rented and returned
within the next hour [5]. Meanwhile, a deep learning
approach using a hybrid Long Short-Term Memory
and Gated Recurrent Unit (LSTM-GRU) method has
been applied to balance bike rental demand during peak
hours [6]. Additionally, the Bidirectional Long Short-
Term Memory (Bi-LSTM) method [7] and the Graph
Convolutional Neural Network with Data-driven Graph
Filter (GCNN-DDGF) method [8] have addressed sim-
ilar issues. Another IoT application in bike-sharing
systems is electronic security systems, which detect
vehicle and battery theft [9]. Beyond IoT-based sys-
tems, simulators have been developed to improve the
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performance of bike-sharing systems by balancing bike
availability to prevent shortages and surpluses [10].

The previous study has introduced an e-bike rental
service using a website as its ordering platform [3].
Customers need to access the website to locate nearby
units. Once a unit is found, the customer scans the QR
code on each unit to unlock the bike and make it ready
for use. The system deducts the customer’s deposit
based on per-minute rates set by the system. Another
study has examined various fare systems implemented
by BSS operators, including membership schemes,
subscription rates, and hourly pricing, and has further
classified ordering modes into websites, sales points,
and hotlines [11]. One of these BSS operators offers
an annual membership with a free fare for the first
30 minutes and a fare of 4 CHF (Swiss franc) for
each subsequent hour. For daily use, the minimum
rate is 6 CHF/hour, with a maximum charge of 40
CHF/day [11]. GPS technology integrated with IoT is
critical for tracking bike locations. However, this is
challenging in areas without internet access, such as
rural areas.

In the research, a novel approach using chaotic
map algorithms embedded in the bike microcontroller
system and the bike-sharing information system is pro-
posed. The reason for using the chaotic map approach
lies in its ability to generate pseudo-random codes.
Depending on the n-dimensional nature of the chaotic
map, the algorithm uses one or more parameters to pro-
duce unique codes [12]. By leveraging the properties
of chaotic maps, this algorithm can be implemented
on two distinct systems: the bike-sharing information
server and the microcontroller. The codes generated
by these two systems will be identical each time an
electric bike is rented, as long as the parameters used
by both systems are kept consistent. This condition
ensures that the server and the embedded system can
communicate effectively without an Internet connec-
tion. Customers who want to use the bike-sharing
service are directed to purchase a voucher via the bike-
sharing information system. The voucher indicates the
hourly rate options for customers to choose from. A
pseudo-random code is then generated and input into
the bike unit, activating the bike based on the selected
rental time. This application is particularly suitable for
recreational areas where the absence of GPS in the
bike units reduces security concerns. It eliminates the
need for human resources to operate the bike-sharing
service at a counter.

To summarize, the researchers have several main
contributions. First, a non-IoT-based bike-sharing sys-
tem is proposed, enabling the embedded system to
operate without Internet connectivity. Consequently,
greater energy efficiency is achieved, and applicability
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Figure 1. Architecture of the e-bike rental system. 

 

II. RESEARCH METHODS 
 

A. System Architecture 

Figure 1 illustrates the architecture of the electric bike rental system. When customers wish to rent an 

electric bike, they can scan the QR code displayed on the bike unit, which redirects them to the electric 

bike rental information system webpage. The customer must then complete the form on the website with 

their details and choose between a 30-minute or 60-minute rental period. 

 

The customer pays the rental fee via a secure payment gateway after selecting the rental duration. Once 

payment is successfully received, the information system generates a unique 9-digit token. This token 

must be entered into the electric bike’s control unit to activate the system. The bike unit will unlock and 

become active if the token is verified as valid. 
 

Then, a countdown timer is initiated and displayed on the bike’s LCD screen to show the remaining 

rental time. Once the rental time expires, the electric bike automatically powers down. The bike’s battery 

powers the microcontroller system, ensuring it is always ready for operation. The battery voltage is 

stepped down using a buck converter to match the microcontroller’s power requirements. The 

implementation of software and hardware for the rental system is depicted in the flowchart in Figure 2. 
 

In the proposed system, the chaotic map variables include the bike unit ID, rental duration, and a counter. 

The counter increments with each new bike unit rental, ensuring a unique input for every transaction. 

Its initial value is set to 0 when the system is first activated. This configuration guarantees consistent 

output generation across both the microcontroller and the web information system. A detailed 

explanation of the chaotic map’s implementation and its role in the system will be provided in the 

following section. 
 

B. Chaotic Map 

Chaos theory is a branch of mathematics that deals with nonlinear dynamical systems. Nonlinear 

dynamical systems describe how a system evolves over time using nonlinear equations. A chaotic map 

is a specific type of nonlinear dynamical system. A chaotic map exhibits deterministic yet seemingly 

Fig. 1. Architecture of the e-bike rental system.

to remote tourist areas is enhanced, as constant Internet
access is no longer required. Second, the logistic map
algorithm is implemented in both the web-based rental
system and the microcontroller to ensure consistent
token generation across the two systems upon customer
payment. Third, users only need to utilize built-in
smartphone features, specifically the camera for QR
code scanning and the web browser. They are not
required to install additional applications or register a
new account. Fourth, the system is designed to operate
on a pay-as-you-go basis, eliminating the need for
customers to deposit money that may go unused if
they do not frequently visit recreational areas. Fifth, an
embedded system for bike units is designed to activate
the bike only upon the correct token being entered.

II. RESEARCH METHOD

A. System Architecture
Figure 1 illustrates the architecture of the electric

bike rental system. When customers wish to rent an
electric bike, they can scan the QR code displayed on
the bike unit, which redirects them to the electric bike
rental information system webpage. The customer must
then complete the form on the website with their details
and choose between a 30-minute or 60-minute rental
period.

The customer pays the rental fee via a secure
payment gateway after selecting the rental duration.
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Once payment is successfully received, the information
system generates a unique 9-digit token. This token
must be entered into the electric bike’s control unit
to activate the system. The bike unit will unlock and
become active if the token is verified as valid.

Then, a countdown timer is initiated and displayed
on the bike’s LCD screen to show the remaining rental
time. Once the rental time expires, the electric bike
automatically powers down. The bike’s battery powers
the microcontroller system, ensuring it is always ready
for operation. The battery voltage is stepped down
using a buck converter to match the microcontroller’s
power requirements. The implementation of software
and hardware for the rental system is depicted in the
flowchart in Fig. A1 in Appendix.

In the proposed system, the chaotic map variables
include the bike unit ID, rental duration, and a counter.
The counter increments with each new bike unit rental,
ensuring a unique input for every transaction. Its initial
value is set to 0 when the system is first activated. This
configuration guarantees consistent output generation
across both the microcontroller and the web infor-
mation system. A detailed explanation of the chaotic
map’s implementation and its role in the system will
be provided in the following section.

B. Chaotic Map

Chaos theory is a branch of mathematics that deals
with nonlinear dynamical systems. Nonlinear dynami-
cal systems describe how a system evolves over time
using nonlinear equations. A chaotic map is a specific
type of nonlinear dynamical system. A chaotic map
exhibits deterministic yet seemingly random behavior,
characterized by sensitive dependence on initial con-
ditions (where small changes can lead to vastly differ-
ent outcomes), aperiodic long-term behavior (lacking
repeating patterns), and topological mixing (where tra-
jectories eventually spread throughout the entire state
space) [12].

One major application is in pseudo-random number
generation, which is vital for simulations, modeling,
and cryptography [13, 14]. Additionally, chaotic maps
are employed in image encryption techniques to ensure
secure data transmission and enhance the confiden-
tiality of sensitive information [15]. They also play a
significant role in developing secure communication
protocols and cryptographic algorithms [16]. Further-
more, they are integrated into chaos-based neural net-
works, thereby enhancing adaptability and performance
in complex systems, such as time-series prediction and
anomaly detection [17, 18]. Together, these applica-
tions highlight the versatility and importance of chaotic
maps in advancing computer science.

Chaotic maps are widely used for pseudo-random
number generation in both software, such as MATLAB,
C programming, and LabVIEW, as well as hardware,
including Arduino, Field-Programmable Gate Array
(FPGA), Raspberry Pi, and LabVIEW [14]. There are
two types of chaotic maps: continuous and discrete.
Chaotic maps are typically described in n-dimensions,
with most literature focusing on dimensions up to four.
The application of chaotic maps in microcontrollers
has been previously explored, particularly in random
number generators [19, 20].

The research utilizes a one-dimensional chaotic map
because a single parameter is sufficient to generate
non-periodic, scrambled values. Additionally, the com-
putational complexity of one-dimensional chaotic maps
is simpler compared to two-dimensional or higher-
dimensional maps. Chaotic map generators based on
the Tent Map and Logistic Map can effectively produce
pseudorandom sequences suitable for cryptographic
applications. The implementation of these generators
on FPGA devices results in reduced hardware usage
and power consumption while achieving competitive
operational speeds of 35.442 MHz and 26.134 MHz
for the Tent Map and Logistic Map, respectively. It
is important, particularly in applications where battery
life is critical [21]. The randomness of the generated
sequences is validated through National Institute of
Standards and Technology (NIST) test suites, ensuring
their suitability for secure application [21]. For the
research, the logistic map is chosen due to its straight-
forward implementation and computational efficiency.

A logistic map can be defined as Eq. (1). The xn is
the population value at the n-th iteration, and r is the
parameter that determines the population growth rate.
The parameter r affects the system’s stability level.
In general, the summary of r values is provided in
Table I. For 0 < r ≤ 1, the outcome will stabilize at
0. For 1 < r ≤ 3, the outcome will start moving from
0 to a certain xn value at r = 3. For 3 < r < 3.57,
period-doublings will occur as r increases toward 3.57.
Table II illustrates this bifurcation. Lastly, for r =
4, chaos reaches its maximum. However, its inher-
ent properties remain, where both deterministic and
stochastic characteristics are part of the chaotic map.

x(n+1) = rxn(1− xn). (1)

C. Microcontroller Unit

The microcontroller used in this electric bike rental
system is selected based on its ability to execute the
logistic map algorithm optimally. In the research, the
variable influencing the algorithm is x. The initial
value of x is the 9-digit electric bike ID, represented
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TABLE I
RANGE OF r VALUES FOR THE LOGISTIC MAP.

r Outcome Dynamics

0 < r ≤ 1 Population dies off Stabilizes to 0
1 < r ≤ 3 Stable (fixed point) Converges to a con-

stant value
3 < r < 3.57 Periodic oscillations Bifurcation occurs
3.57 ≤ r < 4 Chaos, with peri-

odic windows
Dominated by
chaotic behavior

r = 4 Maximum chaos Extreme sensitivity
to initial conditions

TABLE II
BIFURCATION OCCURRENCE IN THE LOGISTIC MAP FOR

3 < r < 3.57 [12].

r Value Periodic Oscillations

r1 = 3 2
r2 = 3.449 4
r3 = 3.54409 8
r4 = 3.5644 16
r5 = 3.568759 32
r∞ = 3.568759 ∞

6 

1 < 𝑟 ≤ 3 Stable (fixed 

point) 

Converges to a 

constant value 

3 < 𝑟 < 3.57 Periodic 

oscillations 

Bifurcation occurs 

3.57 ≤ 𝑟 < 4 Chaos, with 

periodic 

windows 

Dominated by 

chaotic behavior 

𝑟 = 4 Maximum 

chaos 

Extreme 

sensitivity to 

initial conditions 

 
Table 2. Bifurcation occurrence in the logistic map for 3 < 𝑟 < 3.57 [12] 

𝑟 Value Periodic Oscillations 

𝑟1 = 3 2 

𝑟2 = 3.449 4 

𝑟3 = 54409 8 

𝑟4 = 3.5644 16 

𝑟5 = 3.568759 32 

𝑟∞ = 3.568759 ∞ 

 

C. Microcontroller Unit 

The microcontroller used in this electric bike rental system is selected based on its ability to execute the 

logistic map algorithm optimally. In the research, the variable influencing the algorithm is 𝑥. The initial 

value of 𝑥 is the 9-digit electric bike ID, represented as an integer data type. The choice of a 9-digit 

format aims to ensure that the logistic map algorithm produces unique outputs in each iteration, 

minimizing the likelihood of periodic code repetition under operational conditions. As shown in 

Equation (1), the values xn and xn+1 in the logistic map are limited to a range between 0 and 1. To obtain 

an output range of 0 to 999,999,999 (nine-digit integers), it is necessary to adjust the logistic map 

equation, as depicted in Figure 3. 

 

Algorithm 1: Modified Logistic Map  
 input: parameter 𝑟, serial no 𝑥, 𝑛 iterations  

1 xi ← x 

2 for i ← 1 to n do  

3 xi ← r * xi * (1 - xi / 1000000000)  

4 xi ← floor (xi) 

5 end for  

6 return xi 
 

Figure 3. Pseudocode of the modified logistic map algorithm to generate a 9-digit integer. 

However, 8-bit and 16-bit microcontrollers face limitations when implementing this algorithm, 

particularly regarding the maximum numerical values they can represent. The maximum integer value 

for an 8-bit microcontroller is 255, while a 16-bit microcontroller has 65,535. These bit-width 

constraints are insufficient to represent the 9-digit token, causing discrepancies between the token 

generated by the microcontroller and the one generated by the computer. Rounding errors during 

iterations further exacerbate the precision issues. A 32-bit STM32 microcontroller is selected to support 

operations involving large numerical values to address these limitations. This choice ensures accurate 

and consistent execution of the logistic map algorithm across both the microcontroller and the web-

based information system. 

 

Fig. 2. Pseudocode of the modified logistic map algorithm to
generate a 9-digit integer.

as an integer data type. The choice of a 9-digit format
aims to ensure that the logistic map algorithm produces
unique outputs in each iteration, minimizing the likeli-
hood of periodic code repetition under operational con-
ditions. As shown in Eq. (1), the values xn and xn+1

in the logistic map are limited to a range between 0 and
1. To obtain an output range of 0 to 999,999,999 (nine-
digit integers), it is necessary to adjust the logistic map
equation, as depicted in Fig. 2.

However, 8-bit and 16-bit microcontrollers face lim-
itations when implementing this algorithm, particularly
regarding the maximum numerical values they can
represent. The maximum integer value for an 8-bit
microcontroller is 255, while a 16-bit microcontroller
has 65,535. These bit-width constraints are insufficient
to represent the 9-digit token, causing discrepancies
between the token generated by the microcontroller
and the one generated by the computer. Rounding
errors during iterations further exacerbate the precision
issues. A 32-bit STM32 microcontroller is selected to

support operations involving large numerical values to
address these limitations. This choice ensures accurate
and consistent execution of the logistic map algorithm
across both the microcontroller and the web-based
information system.

The microcontroller unit is also connected to several
input and output components, such as an LCD, a
keypad, and a relay, as described in the previous
section. The microcontroller receives its power supply
from the electric bike’s battery. Due to the difference
in voltage levels, a buck converter and a voltage
regulator are utilized to step down the voltage, ensuring
compatibility with the microcontroller’s operational
requirements. The schematic diagram in Fig. A2 in
Appendix illustrates the wiring of the microcontroller,
along with the electronic circuits of the buck converter
and the voltage regulator. The microcontroller acts as
the central controller of the e-bike rental system. The
voltage source is obtained from the e-bike battery by
converting 48 V to 5 V using a buck converter. The
5 V source powers the LCD and keypad, while the
microcontroller requires 3.3 V to operate. Therefore, a
voltage regulator regulates the 5 V to 3.3 V, providing
sufficient power to the embedded system.

If the entered token in the embedded system inter-
face is correct, the microcontroller will activate a relay
connected to the electric bike’s main switch. Then, it
allows the bike to operate. The wiring between the
relay and the main switch is relatively simple, as the
electric bike’s electrical system operates entirely on
Direct Current (DC).

D. Web-Based Information System
The electric bike rental information system is built

using the PHP programming language with the Laravel
framework. To begin a rental, customers scan the
unique QR code displayed on the electric bike, which
redirects them to the rental webpage shown in Fig. 3.
On the webpage, customers are required to select the
rental duration, enter their name, and provide their
phone number.

After completing these steps, customers are directed
to a payment gateway to finalize the transaction. Once
the payment is successfully processed, the system
sends a confirmation message to the customer’s phone
number. This message includes a digital receipt and a
unique rental token, as shown in Fig. A3 in Appendix.
Each bike unit is associated with a distinct QR code,
ensuring that rentals are independent and tokens cannot
be used across different bikes. The system also offers
a feature that allows customers to view their rental
history.

Furthermore, the web-based information system of-
fers a non-deposit strategy to customers, as they are
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Fig. 3. Web-based e-bike rental interface.

not required to create an account when renting an
electric bike. The electric bike rental model operates on
a pay-as-you-go basis, which eliminates unused deposit
funds after the rental period. Thus, this system provides
convenience to customers by allowing them to pay only
for the selected rental duration.

III. RESULTS AND DISCUSSION

The logistic map employed in the electric bike rental
system is designed to exhibit chaotic behavior with
periodic windows, restricting the range of r values to
3.57 ≤ r < 4. The initial value (x), represented as a
9-digit number, is selected arbitrarily. To ensure that
each rental produces a unique token, the number of
iterations (n) is varied using additional parameters. In
this system, two key variables are introduced: rental
duration and a counter. The rental duration, either 30
minutes or 60 minutes, is selected by the customer and
used as an additive factor in determining the number
of iterations for the algorithm. Similarly, the counter
serves as an auto-incrementing variable that increases
by one with every bike rental. The counter is initialized
to zero when the system begins operation.

By incorporating both the rental duration and the
counter as modifiers to the iteration count, the system

10 

Algorithm 2: Generate a Token  

 input: parameter 𝑟1, 𝑟2, 𝑟3,  serial no 𝑥, 

counter, duration 

1 function generate_token (r1, r2, r3, x, counter, 

duration) 

2 t1 ← modified_logistic_map(r1, serial_no, 50) 

3 t2 ← modified_logistic_map (r2, t1, counter) 

4 t3 ← modified_logistic_map (r3, t2, duration) 

5 return t3 

6 end function 

 

Figure 7. Pseudocode to generate a token in both embedded systems and web applications. 

On the embedded system side, the activation token input by the user must be verified for its validity 

using an algorithm in Figure 8. The communication between the web-based information system and the 

embedded system, facilitated by the chaotic map, eliminates the need for an Internet connection. Both 

systems independently generate matching tokens, enhancing robustness and reliability.  

 

Algorithm 3: Verify a Valid Token in the 

Embedded System  

 read from memory: parameter 𝑟1, 𝑟2, 𝑟3,  

serial no 𝑥, counter 

input from keypad: token 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

t30 ← generate_token(r1, r2, r3, x, counter, 30) 

t60 ← generate_token(r1, r2, r3, x, counter, 60) 

if (token == t30) then 

    switch_on(‘30 minutes’) 

    counter ← counter + 1 

    save_to_memory(counter) 

else if (token == t60) then 

    switch_on(‘60 minutes’) 

    counter ← counter + 1 

    save_to_memory(counter) 

else 

    message(‘Invalid token’) 

end if 

 

Figure 8. Pseudocode to verify a valid token in the embedded system. 

To evaluate the performance of the proposed system, algorithmic and server performance analyses, 

security assessments, and robustness and reliability evaluations are conducted. Algorithm execution 

latency is quantitatively measured during the activation token generation and verification phases, while 

server response latency is evaluated at the communication layer, specifically within the end-user–server 

interaction channel, to characterize network-induced and processing delays. Then, security analysis is 

examined through avalanche testing to evaluate diffusion characteristics, and collision test is conducted 

to examine whether identical outputs could reoccur despite variations in the input parameters. In 

addition, robustness and reliability are systematically analyzed by formulating and evaluating three 

representative failure-case scenarios, enabling the identification of potential fault propagation 

mechanisms and system recovery behavior. 
 

A. Algorithm and Server Performance 

 

Fig. 4. Pseudocode to generate a token in both embedded systems
and web applications.
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4 t3 ← modified_logistic_map (r3, t2, duration) 

5 return t3 

6 end function 

 

Figure 7. Pseudocode to generate a token in both embedded systems and web applications. 

On the embedded system side, the activation token input by the user must be verified for its validity 

using an algorithm in Figure 8. The communication between the web-based information system and the 

embedded system, facilitated by the chaotic map, eliminates the need for an Internet connection. Both 

systems independently generate matching tokens, enhancing robustness and reliability.  
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t30 ← generate_token(r1, r2, r3, x, counter, 30) 

t60 ← generate_token(r1, r2, r3, x, counter, 60) 

if (token == t30) then 

    switch_on(‘30 minutes’) 

    counter ← counter + 1 

    save_to_memory(counter) 

else if (token == t60) then 

    switch_on(‘60 minutes’) 

    counter ← counter + 1 

    save_to_memory(counter) 

else 

    message(‘Invalid token’) 

end if 

 

Figure 8. Pseudocode to verify a valid token in the embedded system. 

To evaluate the performance of the proposed system, algorithmic and server performance analyses, 

security assessments, and robustness and reliability evaluations are conducted. Algorithm execution 

latency is quantitatively measured during the activation token generation and verification phases, while 

server response latency is evaluated at the communication layer, specifically within the end-user–server 

interaction channel, to characterize network-induced and processing delays. Then, security analysis is 

examined through avalanche testing to evaluate diffusion characteristics, and collision test is conducted 

to examine whether identical outputs could reoccur despite variations in the input parameters. In 

addition, robustness and reliability are systematically analyzed by formulating and evaluating three 

representative failure-case scenarios, enabling the identification of potential fault propagation 

mechanisms and system recovery behavior. 
 

A. Algorithm and Server Performance 

 

For algorithm performance evaluation, the algorithm execution response time in generating and 

verifying activation tokens is first measured. The measurement is conducted on a Personal Computer 

(PC) equipped with an Intel Core i3-7020U CPU at 2.3 GHz, dual-core, 64-bit architecture, and 12 GB 

RAM. The token generation time is 0.68 ms, while the token verification time is 0.72 ms. Even though 

these results are faster than those obtained on the STM32, the data remains valid as a relative benchmark. 

They demonstrate the computational efficiency of the algorithm.  

 

Fig. 5. Pseudocode to verify a valid token in the embedded system.

ensures that the generated tokens are unique for each
transaction. This approach not only enhances oper-
ational consistency but also strengthens the security
of the rental system by reducing the likelihood of
token duplication or misuse. Figure 4 illustrates the
token generator algorithm for generating unique tokens
sequentially on both the embedded system and the web
application side.

On the embedded system side, the activation token
input by the user must be verified for its validity using
an algorithm in Fig. 5. The communication between
the web-based information system and the embedded
system, facilitated by the chaotic map, eliminates the
need for an Internet connection. Both systems indepen-
dently generate matching tokens, enhancing robustness
and reliability.

To evaluate the performance of the proposed system,
algorithmic and server performance analyses, security
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assessments, and robustness and reliability evaluations
are conducted. Algorithm execution latency is quan-
titatively measured during the activation token gen-
eration and verification phases, while server response
latency is evaluated at the communication layer, specif-
ically within the end-user–server interaction channel,
to characterize network-induced and processing delays.
Then, security analysis is examined through avalanche
testing to evaluate diffusion characteristics, and col-
lision test is conducted to examine whether identical
outputs could reoccur despite variations in the input
parameters. In addition, robustness and reliability are
systematically analyzed by formulating and evaluating
three representative failure-case scenarios, enabling the
identification of potential fault propagation mecha-
nisms and system recovery behavior.

A. Algorithm and Server Performance
For algorithm performance evaluation, the algorithm

execution response time in generating and verifying
activation tokens is first measured. The measurement
is conducted on a Personal Computer (PC) equipped
with an Intel Core i3-7020U CPU at 2.3 GHz, dual-
core, 64-bit architecture, and 12 GB RAM. The token
generation time is 0.68 ms, while the token verification
time is 0.72 ms. Even though these results are faster
than those obtained on the STM32, the data remains
valid as a relative benchmark. They demonstrate the
computational efficiency of the algorithm.

The second measurement is server response time.
The communication layer between the end-user and
the server is identified to derive the response time
from the server. A web server hosted on a Virtual
Private Server (VPS) with 2 CPUs, 2 GB of RAM,
and 20 GB of disk storage is used. The operating
system used is Ubuntu 24.04 LTS with NGINX 1.18
as the web server. PHP 8.3 with Laravel 11 is utilized
for application development. Figure 6 illustrates the
communication between end users, the web server, and
the payment gateway. Four parameters are measured to
determine the server response time: web request, snap
token request, notification callback, and web response,
along with WhatsApp notification. The response times
obtained for those four parameters are 15 ms, 421
ms, 212 ms, and 200 ms, respectively. It is observed
that among the four parameters, the snap token request
represents a bottleneck. However, it measures the time
required to complete several tasks: processing detailed
transaction data, verifying the server ID through an Ap-
plication Programming Interface (API) key, validating
all data in the proper format, creating the token, and
sending the token details back to the web server, all of
which contribute to the bottleneck. Therefore, the time
required to complete the request is relatively long.

Fig. 6. Communication layer between the end user, web server, and
payment gateway.

B. Security Analysis

The security analysis consists of two tests: the
avalanche effect test and the collision test. The
avalanche effect is a property of cryptographic algo-
rithms. It is performed to evaluate whether a slight
change in the input variable (e.g., one bit or one
digit) causes a significant and unexpected change in
the output [22]. In the generate token algorithm, the
counter is an incrementing value, potentially leading
to an avalanche effect. In an attempt to set up the
avalanche test, the following scenarios are prepared:

1) Compare two different activation tokens based on
similar inputs,

2) Define a 9-digit arbitrary random value for the
bike ID,

3) Generate the first activation token using the
generate token function with input (bike ID,
counter=50, duration=30). Here, 50 and 30 rep-
resent the counter value and rental minutes, re-
spectively,

4) Generate the second activation token using
generate token function with input (bike ID,
counter=51, duration=30),

5) Convert both activation codes from decimal values
to binary values,

6) Employ the Hamming distance function to com-
pare both tokens in binary,

7) Repeat the process for 1,000 trials with different
bike IDs,

8) Calculate the average difference between the first
and second tokens over the 1,000 trials.

The generate token function output is in decimal
form. Since nine digits represent a decimal value, the
number of state spaces is 109, equal to approximately
230. Therefore, the Hamming distance function checks
and calculates 30 bits of the first token against the
second. To illustrate the conversion of a decimal token
to binary, assume a 2-digit token for simplicity. The
first and second tokens are 25 and 30, respectively.
In binary, 25 is 11001 while 30 is 11110. Comparing
both tokens in binary, 3 out of 5 bits are different, or
60% in percentage terms. The results of the avalanche
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Fig. 7. The results of the collision test.

effect test on 1,000 token pairs show that a single-digit
change in the input of the token generation function
yields an average change of 49.81% in the output
token bits. The test results indicate excellent diffusion
characteristics (bit spread).

A collision test is conducted on the modified logistic
map function to examine whether identical outputs can
reoccur despite variations in the input parameters. The
objective of this evaluation is to assess the unique-
ness [23]. To run the test, the following scenarios are
prepared:

1) Define one 9-digit bike ID at a constant value
(e.g., 123456789),

2) Define the rent duration (e.g., 30 minutes),
3) Loop the generate token function from counter 1

to 10,000,
4) Check for any duplicates among the activation

tokens.
Based on the scenarios, five tokens appear twice

at different counter numbers. Figure 7 illustrates the
token duplication at varying counter values. The x-
axis represents the counter, while the y-axis represents
the duplication frequency. Although duplications occur,
they are mostly at distinguishable distances, except
for token ID 687930300. The duplication of token ID
687930300 is observed at counters 7,301 and 7,642.

This scenario means that one bike with the same rental
duration will experience five token duplications up to
10,000 usages.

These results exhibit a high collision rate since a
9-digit token should provide billions of possible com-
binations. Finding five duplicates in just 10,000 trials
indicates that the algorithm’s adequate output space is
much smaller than it should be. A rounding operation
is introduced in the modified logistic map function to
limit the result to 9 digits. This rounding can quickly
fall into a repeating cycle. However, this is the trade-
off between security and hardware. A microcontroller
usually provides lower bit tolerance than a PC. STM32
is employed due to its capability to generate up to 9-
digit tokens, whereas Arduino or ESP32, operating at a
lower bit-width than STM32, are limited to generating
fewer than 9-digit tokens. Therefore, a lower bit-width
microcontroller forces the token to round into smaller
digits, resulting in a faster repeating cycle.

On the other hand, a PC can produce a token
with billions of possibilities without worrying about
rounding. Changing the microcontroller to a higher bit
width may reduce the probability of duplicate tokens,
but it makes the tokens longer (more than 9 digits).
At this point, it is impractical to provide a prolonged
activation token to keep the e-bike lit.
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C. Robustness and Reliability

Robustness and reliability are analyzed in two parts:
failure case studies and scalability. Three failure case
studies are identified in the research. The first is when
the user enters an invalid token. If a user enters the
wrong token, the system will not update the counter
variable on the e-bike and will not turn on the ignition
system. Only the correct and matching token provided
by the server will activate the e-bike. The second one is
when the user device’s Internet connection is lost mid-
transaction. No token will be generated if no payment
is made during the connection loss. If payment is made
successfully before the connection loss, the token and
receipt message will be delivered once the connection
is restored. The third one is when the bike’s power is
suddenly cut during verification. The embedded system
will store the token’s last state. The existing token
acquired after payment will still match and can activate
the e-bike.

The second part is scalability, which examines the
system’s capabilities if it is developed on a large scale.
As discussed, each bike operates independently, with
its ID number registered in the system. The system is
inherently scalable because the main logic resides on
the server. E-bikes do not affect each other because
the tokens generated by each e-bike are independent,
as the bike ID is an input to the logistic map algorithm.
Although token collisions can occur between e-bikes,
where two e-bikes generate the same activation token
for a specific counter and rental duration, in practice,
the end user cannot identify these two e-bikes.

This system is particularly suitable for small-scale
environments. If a unit is not returned to its original
dock, park management can still locate it. In a different
scenario, if a unit is left at a random location, it can
still be rented by the next customer. This situation
reduces the need for a complex bike-sharing manage-
ment system, such as those required in larger-scale
implementations like cities [24–28].

IV. CONCLUSION

The research presents a novel approach to an electric
bike rental system designed to address the limitations
of current rental systems, particularly in their imple-
mentation in small-scale environments. Utilizing the
logistic map, which is part of chaotic maps, offers
robustness and security for tokens generated in web-
based and embedded systems. The proposed system
can replace the docking-based approach that functions
as a terminal for bike borrowing and returning, and
a charging station for bikes after use. This system
eliminates the typical need for human resources to
operate rental counters.

In addition, users only need to utilize the built-in
features available on their smartphones, specifically
the camera with QR code scanning capability and the
web browser. Users are not required to install any
additional applications or register a new account for
first-time use. The proposed system also applies a pay-
as-you-go rental model, allowing customers to rent
bikes without a deposit. Overall, the system offers
strong usability due to its accessible interface, low
learning curve, and secure operations. It is well-suited
for small recreational environments without the need
for extensive user training.

The research offers practical contributions and so-
lutions for energy-efficient bike-sharing systems by
leveraging the capabilities of chaotic maps as an in-
termediary between the two systems. It provides an
alternative solution to existing traditional IoT-based
systems. With this approach, the electronic device
attached to each e-bike unit does not require continuous
internet connectivity. Instead of maintaining persistent
online communication, synchronization is achieved
through a hash function generated by both server and e-
bike unit. The embedded system does not continuously
consume electrical energy for network transmission.

However, the system is limited to producing the
same token at a particular counter due to hardware pre-
cision constraints. The generated tokens should remain
unique and non-repetitive to ensure higher security
and system robustness. Future research directions can
focus on implementing a cryptographic algorithm ca-
pable of compensating for hardware limitations while
maintaining security. Such approaches should preserve
synchronization between two ends while minimizing
repetition.
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Fig. A1. Flowchart of the e-bike rental system.
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Fig. A2. The schematic diagram of (a) microcontroller, (b) buck converter, and (c) voltage regulator. Note: Ground (GND), Voltage In
(VIN), and Voltage Out (VOUT).
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on a pay-as-you-go basis, which eliminates unused deposit funds after the rental period. Thus, this 

system provides convenience to customers by allowing them to pay only for the selected rental duration. 
 

 

 

Figure 6. Implementation of the system: (a) message containing the digital receipt and activation token, (b) e-

bike rental interface in standby status, (c) e-bike rental interface in active status with the e-bike powered up. 

Note: hapus means delete, and waktu sisa is remaining time.

III. RESULTS AND DISCUSSION 
 

The logistic map employed in the electric bike rental system is designed to exhibit chaotic behavior with 

periodic windows, restricting the range of 𝑟 values to 3.57 ≤ 𝑟 < 4. The initial value (𝑥), represented 

as a 9-digit number, is selected arbitrarily. To ensure that each rental produces a unique token, the 

number of iterations (𝑛) is varied using additional parameters. In this system, two key variables are 

introduced: rental duration and a counter. The rental duration, either 30 minutes or 60 minutes, is 

selected by the customer and used as an additive factor in determining the number of iterations for the 

algorithm. Similarly, the counter serves as an auto-incrementing variable that increases by one with 

every bike rental. The counter is initialized to zero when the system begins operation.  

By incorporating both the rental duration and the counter as modifiers to the iteration count, the system 

ensures that the generated tokens are unique for each transaction. This approach not only enhances 

operational consistency but also strengthens the security of the rental system by reducing the likelihood 

of token duplication or misuse. Figure 7 illustrates the token generator algorithm for generating unique 

tokens sequentially on both the embedded system and the web application side.  

Algorithm 2: Generate a Token  

 input: parameter 𝑟1, 𝑟2, 𝑟3,  serial no 𝑥, 

counter, duration 

1 function generate_token (r1, r2, r3, x, counter, 

duration) 

2 t1 ← modified_logistic_map(r1, serial_no, 50) 

3 t2 ← modified_logistic_map (r2, t1, counter) 

(a) (b) (c) 

Fig. A3. Implementation of the system: (a) message containing the digital receipt and activation token, (b) e-bike rental interface in standby
status, (c) e-bike rental interface in active status with the e-bike powered up. Note: hapus means delete, and waktu sisa is remaining time.
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