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Abstract—The Ethereum blockchain, plagued by net-
work congestion and exorbitant transaction fees, faces
significant scalability challenges. While Layer 2 solutions
offer a promising avenue to address these concerns,
their potential remains largely unexplored on blockchain
applications. The research proposes a novel Layer 2
architecture specifically designed for the academic cer-
tificate system on the Ethereum network. The method
commences with a comprehensive survey of existing
literature, followed by an analysis of solutions within
the business domain. Subsequently, the most suitable and
comprehensive solutions are identified for integration into
the proposed academic certificate system architecture. In
the selection process, the research analyzes 20 studies to
determine the frequency of solutions employed in each
investigation. The results indicate the InterPlanetary File
System (IPFS) exhibiting the highest frequeney, svhile
Oracle, Decentralized Identifiers (DIDS), ‘and Applica-
tion Programming Interfaces (APIs) have'| comparable
frequencies. Furthermore, an analysis of rankings from
10 websites evaluating Layer 2 Etheéreumfsolutions and
their performance across various aspeéts reveals Arbi-
trum as the top-ranked solution, followeéd by Polygon
and Optimism, respectively. The research demonstrates
the implementation of this“system architecture within
the proposed system’s process..Fhe culmination of this
effort is a valuable blueprintyfor developers seeking to
build and deploy similar systems" efficiently. Notably,
the inherent adaptability, of the architecture extends
beyond the educational demain, paving the way for its
application across diverse contexts. The system archi-
tecture presented constifutes an initial exploration into
developing Decentralized Applications (DApps) on the
Ethereum Layer 2 network because prior research has
not specifically focused on its application.

Index Terms—Ethereum Layer 2 Solution, Blockchain,
Academic Certificate

I. INTRODUCTION
CERTIFICATESserve as official documentation,

attesting to an individual’s successful completion
of studies and verifying their acquired knowledge

Received: April 23, 2024; received in revised form: Oct. 09, 2024;
accepted: Oct. 09, 2024; available online: April 17, 2025.
*Corresponding Author

and skills. Historicallysathey have served as crucial
evidence in securing employment and pursuing further
education. Howeyver, thedferitical role of certificates
as proof of qualifications renders them vulnerable to
counterfeifing, “with the_intenf to deceive individuals
into accepting forged,documents as genuine. Before the
widespread adoption|of computerized systems, paper
cértificates necessitated extensive verification proce-
dures by eduCational institutions to identify potential
forgeties.

While traditional paper certificates remain common-
placey the digital age has ushered in online digital
certificates. However, these digitized credentials are
not immune to the threat of counterfeiting. Despite the
ease of access that the online display affords, digital
information’s inherent excitability, reproducibility, and
rapid dissemination make it more susceptible to forgery
than its paper counterpart. Consequently, digital doc-
uments lack admissibility without verification through
reliable mechanisms, such as electronic signature ver-
ification by a trusted institution. Despite their long-
standing existence, this vulnerability has hindered the
widespread adoption of digital certificates.

The advent of blockchain technology has funda-
mentally reshaped digital information management, en-
abling its secure and reliable utilization. This transfor-
mative technology traces its origins to Bitcoin, the first
cryptocurrency introduced by Satoshi Nakamoto [1].
The Ethereum blockchain further propels this tech-
nological advancement by pioneering smart contracts,
which facilitate the automation of digital transac-
tions [2]. Blockchain technology has evolved beyond
its initial application in cryptocurrencies, emerging
as a versatile tool for decentralized applications, fi-
nance, and governance. Significant advancements in-
clude Layer 1 solutions, exemplified by Ethereum
2.0’s transition to a proof of stake consensus mech-
anism, and Layer 2 scalability technologies, such as
rollups. Interoperability protocols, including Polka-
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dot and Cosmos, facilitate communication between
disparate blockchain networks. Decentralized finance
platforms offer an array of financial services, en-
compassing lending, trading, and yield optimization
strategies. The proliferation of Non-Fungible Tokens
(NFTs) and asset tokenization creates novel digital
asset classes, particularly within gaming ecosystems
and virtual environments [3]. Concurrent developments
in privacy-enhancing technologies, enterprise-focused
blockchain solutions, and regulatory frameworks, such
as the European Union’s Markets in crypto-assets
regulation, shape the broader ecosystem [4] while the
field faces persistent challenges related to scalability,
security, and environmental sustainability, innovation
continues to progress rapidly across various domains
within the blockchain space.

Ethereum’s applications permeate various industries,
including the domain of education. It extends be-
yond the realm of finance. Researchers within the
educational field have acknowledged the potential of
blockchain technology to revolutionize existing sys-
tems, particularly in the context of certificate manage-
ment. However, Ethereum, a publicly accessible global
blockchain, faces significant challenges stemming from
high transaction congestion and exorbitant fees. As
of 2023, it processed a mere 20-30 Transactions per
Second (TPS) with average fees of $7, reachig a
peak of $40 in 2021 [5]. These unsustainable costs,
projected to escalate with an increasing userdasepose
a substantial obstacle to widespread adoption.

In response to scaling concerns, Layer 2f'solu-
tions have emerged within the Ethereum ‘ecosystem,
enabling high-throughput transdetions at substantially
reduced costs [6]. Despite their‘inherent promisSe, a
comprehensive analysis of extant litetature across di-
verse domains unveils a paucity of fesearch specifically
dedicated to explofing Layes 2 solutions and their
integration with the Web3 infrastructure. This dearth
of focused research impedes,the full realization of this
transformative technology’s potential.

The research aims to develop a system architecture
for an academic certificate platform addressing the
following objectives:

1) Identify and integrate appropriate and efficient
Web3 solutions as components within the system
architecture.

2) Evaluate and select optimal Ethereum Layer 2 so-
lutions for seamless integration with Web3 com-
ponents within the architecture.

3) Demonstrate the practical implementation of the
proposed system architecture through the devel-
opment of real-world applications.
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II. RESEARCH METHOD

The process of designing an academic certificate
system architecture to achieve the research objectives
comprises the following steps:

1) Explore the literature related to blockchain appli-
cation research in four main domains: health care,
education, Internet of Things (IoT), and security.
Analyze and classify Web3 solutions used in
research across all four domains.

Summarize the analysis results and classify the
solutions based on their frequency of application
to identify the most popular Web3 solutions for
integration into the system architecture.

Survey articles from ten_technology websites re-
garding the popularityfranking of Ethereum Layer
2 solutions.

Analyze and score ‘Etheteum Layer 2 solutions
according tovafious performance aspects to select
high-scorifig solutions.

Utilize the seleeted Web3 and Ethereum Layer 2
solutions to'design an academic certificate system
arChitecture.

Implemént the designed architecture of academic
certificate systém to develop a real-world aca-
demie, certificate system.

2)

3)

4)

5)

6)

)

Then, the fesearch data collection procedure com-
prisésithe, following steps. First, the researcher de-
lineates the scope of blockchain capabilities exam-
ined. The researcher investigates the design of system
architectures for blockchain technology, focusing on
four key areas: 1) scalability and efficiency, aiming
to address limitations in transaction throughput and
processing speed; 2) security and privacy, encompass-
ing research on designing architectures that enhance
the security posture of blockchain systems; 3) in-
teroperability and integration, exploring architectures
that enable communication and interaction between
different blockchains; and 4) domain-specific system
architecture, exemplified by the design of a customized
architecture for an educational certificate system lever-
aging blockchain technology. Second, the researcher
specifies the domain of focus for the investigation. The
researcher undertakes a systematic literature review to
explore the diverse applications of blockchain tech-
nology comprehensively across four distinct domains:
security, education, health care, and IoT. Third, the
researcher establishes the criteria for selecting rele-
vant research articles. The primary objective of this
review is to analyze and synthesize existing data on
Web?3 infrastructure and services within these domains,
thereby establishing a foundational framework for the
subsequent research phase. To ensure the relevance
and contemporary nature of the reviewed research, the
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researcher implements two inclusion criteria: 1) the
research must leverage Web3 infrastructure or services
that demonstrably enhance the targeted system, and 2)
the research must have been published within the past
five years.

When all three steps of the data collection process
are carried out, the result is research data that meets
all the conditions and criteria. It results in 20 previous
studies. The first research proposes a novel system for
document sharing and version control that leverages
blockchain technology to eliminate the need for a
central authority. The system utilizes smart contracts to
manage the process, enabling secure and decentralized
document storage on a distributed file system. The
authors implement and test this system, making the
smart contract code publicly available [7].

The second research suggests a fully decentralized
solution for multiparty authorization that leverages
Ethereum smart contracts, InterPlanetary File System
(IPFS) storage, and Oracle for computationally expen-
sive tasks. The system incorporates reputation mecha-
nisms to ensure trust. It is also secure, cost-effective,
and generalizable. With its source code publicly avail-
able, this novel approach effectively addresses the
limitations of existing centralized systems and offers a
more trustworthy and efficient way to managefaccess
to shared data [8].

The third research proposes a platform, forse=
cure and privacy-preserving decentralized,data sharing
among untrusted participants in off<grid networks. The
platform integrates with existidg blockchain frame*
works (Hyperledger Fabric, Indy, Aries)f leverages off-
grid network devices, and distributestfile systems. Its
performance, evaluated ‘thsough experiments, demon-
strates promising throughput, and latency character-
istics, making itgsuitable for“supporting off-grid de-
centralized applications. This‘ifinovative approach ad-
dresses the limitations of centralized systems and em-
powers previouslyhunconnected communities through
secure and transparent, communication within off-grid
networks [9].

The fourth research provides the initial design of a
decentralized and peer-to-peer service discovery sys-
tem. This system empowers peers to both offer and
request services, creating a novel “market of services”
where providers and brokers can compete based on
factors such as price and uptime. Notably, it leverages
Decentralized Identifiers (DIDs) as a critical mecha-
nism for service discovery [10].

The fifth research proposes a privacy-preserving data
marketplace for generating statistics. It allows data
providers to sell information while protecting their
privacy using differential privacy and blockchain. The
system targets scenarios with numerous data providers.
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A proof of concept for smart grids demonstrates its
feasibility [11].

The sixth research uses MedSecureChain, a novel
blockchain-based identity and access management sys-
tem designed for the medical ecosystem. It leverages
OAuth for delegated access control and the IPFS
for decentralized data storage, guaranteeing user data
privacy and security. Furthermore, smart contracts en-
hance the system’s security by eliminating dependence
on a single authority, leading to improved data control
and decentralization [12].

The seventh research examines a novel approach
leveraging blockchain technology and NFTs for time-
bound access and monetization of private data. Users
upload encrypted content,and mint it into NFT's, which
are accessible toothers via purchase or licensing.
Purchasing transfers ownefshipjwhile licensing grants
limited access, with @utomatic data deletion afterward.
This decefitralized and robust' system utilizes Decen-
tralized/ Applicatiens (DApps), proxy re-encryption,
IPES, and, agfrusted execution environment. A proof
of concept implemented on an Ethereum environment
demongstratesdfunctionality and security, with cost and
genefalization analysis provided. The project’s source
code is publicly available under an open-source li-
cense [13].

The eighth research proposes a secure communica-
tion,framework for the future, leveraging blockchain
technology and signcryption for robust data confiden-
tiality and authentication. This framework facilitates
noninteractive message verification and audit trails,
harnessing blockchain’s tamper-proof nature to ensure
non-repudiation, availability, and public verification. It
seamlessly integrates with both large data (e.g., files)
and small data (e.g., cryptographic hashes) transfer
scenarios, utilizing the IPFS as a decentralized storage
platform for large data sets [14].

The ninth research suggests a blockchain-based ar-
chitecture for e-learning solutions. It highlights the
advantages of immutability, security, transparency, and
a simplified global ecosystem. The aim is to create a
universally trusted system for managing and verifying
educational credentials [15].

The tenth research tackles the issues of fraud and
data breaches in educational institutions by proposing a
secure and transparent blockchain-based identity man-
agement system. Leveraging Hyperledger Indy and the
Plenum-based Redundant Byzantine Fault Tolerance
(RBFT) protocol, the previous authors use this frame-
work to bolster trust and security within the education
system. The RBFT algorithm guarantees data integrity
while preventing human intervention and manipulation,
fostering a more reliable environment for educational
data management [16].
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The eleventh research employs EduChain, a novel
heterogeneous blockchain system utilizing both private
and consortium blockchains to improve data security
and transparency. EduChain also introduces a novel
mechanism for database consistency checks and error
tracking, ensuring data integrity and enabling efficient
error identification. The system demonstrates strong
performance in information verification, error trace-
back, and data security, offering a promising solution
for educational data management [17].

The twelfth research explores the potential of Dis-
tributed Ledger Technology (DLT) to address financial
challenges within higher education. It proposes the
ASTER open-source system as a hybrid DLT architec-
ture for student assignment submission and grading,
mitigating concerns inherent in traditional systems
such as centralization and downtime. However, it also
discusses the potential security implications of utilizing
a public ledger for student work alongside this novel
approach’s broader advantages and disadvantages [18].

The thirteenth tackles the limited adoption of
blockchain technology in education by proposing a
DApp for managing and verifying educational creden-
tials. It integrates a codesign methodology rooted in
blockchain-oriented software engineering to prioritize
users’ needs and address real-world industry chal<
lenges. The DApp fosters social awareness and knoWwl-
edge of this emerging technology while simultane-
ously offering a modular architecture, interoperability=
supported tools, and a carefully selectedfblockchain
platform. These advancements are antiCipated to en-
hance adoption potential significantly,< particularly
within the education and recruitment sectors [19].

The fourteenth research proposes a patient-centric
system built on the Ethereum blockehain, granting pa-
tients secure, verifiable, and,tamper-proof control over
their medical data. The system ensufes data security
and privacy while enabling centrolled sharing by lever-
aging decentralized storage and ‘trusted re-encryption
methods. This comprehensive,work details the system’s
design, implementation, perfermance evaluations, se-
curity analysis, and limitations, aiming to empower
patients with data ownership and revolutionize the
healthcare landscape [20].

The fifteenth research explores a secure and privacy-
preserving consortium blockchain-based scheme for
managing and sharing personal health records. The
scheme leverages the IPFS for secure storage and
zero-knowledge proofs for verifying keyword index
authenticity on the blockchain. It further utilizes cus-
tomized attribute-based encryption and smart contracts
for secure search, preserving privacy and enabling
personalized access control. Extensive security anal-
ysis and real-world data evaluations demonstrate the
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scheme’s effectiveness and superiority compared to
existing solutions [21].

The sixteenth research proposes a novel solution for
exchanging electronic health records that prioritizes se-
curity, privacy, and user control. The solution combines
blockchain technology, self-sovereign identity (SSI),
and decentralized storage to achieve these goals [22].

The seventeenth research suggests a novel middle-
ware for seamless IoT-Ethereum integration. This ad-
dresses the critical need for tamper-proof and traceable
data distribution in the IoT domain. Their solution
guarantees data integrity and facilitates real-time data
distribution through a secondary IPFS channel, bridg-
ing a crucial gap in blockchain-IoT integration and
paving the way for secure andpefficient data distribu-
tion within the ever-evolying world of interconnected
devices [23].

The eighteenth researchiexamines a service model
for IoTs that combines blockchaindnd the IPFS for
efficient, secute data_amd, service sharing. Hashed
credentials and_datd resideion the IPFS for fast ac-
cess, while encrypted hash’ values secure them on
the blockchaim, Servicesdiscovery is achieved through
consumer réquests on the blockchain. Utilizing proof
of authofity and @ service verification scheme re-
duces computational costs. Smart contracts facilitate
dispute resolution between consumers and providers.
Then, Simulations demonstrate the model’s superior
efficiency and effectiveness compared to existing so-
lutions [24].

The nineteenth research utilizes a novel decentral-
ized identity framework for Industrial IoTs based on
the SSI model. This framework is implemented and
evaluated on two blockchain platforms, Ethereum and
Hyperledger Indy, to analyze the underlying perfor-
mance overhead [25].

The twentieth research proposes a novel decentral-
ized architecture for the IoT that leverages blockchain
and a distributed Oracle layer to unlock the potential
of a global IoT market. This solution offers data inde-
pendence, automatic discovery, and robust data quality,
addressing the limitations of centralized systems and
paving the way for a new era in IoT data exchange [26].

ITI. RESULTS AND DISCUSSION
A. Previous Research Analysis

The literature review identifies several Web3 in-
frastructures and services, including the IPFS, Oracle,
DIDs, and APIs, summarized in Table I. Then, the fre-
quency distribution of Web3 solution adoption across
four domains is visually represented in Fig. 1. From
the analysis results in Table I and Fig. 1, the IPFS is the
most popular Web3 infrastructure component across
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TABLE I
WEB3 INFRASTRUCTURES AND SERVICES.

Articles Domains IPFS

Oracle DIDs APIs

[3]
[6]
[7]
[8]
[9]
[10]
[11]
[12]
[13]
[14]
[15]
[16]
[17]
[18]
[19]
[20]
[21]
[22]
[23]
[24]

Security
Security
Security
Security
Security
Security
Security
Security
Education
Education
Education
Education
Education
Healthcare
Healthcare
Healthcare
IoT

IoT

IoT

IoT
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Fig. 1. The frequency distribution of Web3 solution adoption across four domains.

all domains. This finding highlights the widespread
recognition of on-chain storage limitations and the
consequent emphasis on off-chain solutions. Oracle
and DIDs receive comparable research attention, while
APIs, though not categorized as Web3 infrastructure,
also attract considerable interest. However, all three
components remain less popular than the IPFS, as evi-
denced by the significantly lower number of associated
studies.

Moreover, Oracle appears in all research domains
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except education, with the security domain boasting
the highest prevalence, followed by healthcare and IoT,
respectively. The result reflects these domains’ open-
ness and Oracle technology’s critical role. Conversely,
the education system’s focus on academic institutions
likely explains the limited research attention it receives.
APIs are most commonly encountered in education,
whereas their presence is rare or nonexistent in other
domains. It suggests that educational applications often
involve multiple stakeholders, necessitating an inter-
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TABLE 11
DISTRIBUTION OF WEB3 SOLUTION ADOPTION ACROSS
DOMAINS (IN PERCENTAGE).

Domains IPFS Oracle DIDs APIs
Security 100 50 38 13
Education 80 0 40 100
Healthcare 100 67 33 0
IoT 100 25 25 0

Note: InterPlanetary File System (IPFS),
Decentralized Identifiers (DIDs), Application
Programming Interfaces (APIs), and Internet of
Things (IoT).

face for easy data access. APIs effectively fulfill this
need, whereas domains with fewer stakeholders may
not require separate APIs as the system can provide
access.

A detailed analysis of Web3 solution adoption across
domains reveals the relative significance of each solu-
tion within specific sectors, as illustrated in Table II.
The findings indicate several notable trends. First, the
IPFS demonstrates high importance across all four
domains, with adoption rates ranging from 80% to
100%. Second, the education sector shows no adoption
of Oracle (0%) but full utilization of APIs (100%).
Conversely, the healthcare sector exhibits the highest
Oracle adoption (67%), followed by the security (50%)
and IoT (25%) domains, respectively. Third, health¢are
and IoT domains show no adoption of APIs (0%).
Last, DIDs exhibit low to moderate adoptionacross all
domains (25-40%), with the highest ratedn education
(40%), followed by security (38%), health care (33%),
and IoT (25%).

B. Selection of Ethereum Layer 2 Solutions

Due to the proliferationgef Ethereum, Layer 2 solu-
tions on the market, careful selectionis crucial for ar-
chitectural implementation. It necessitates a multistage
evaluation process. The'stage involves a comprehensive
survey of Layer 2, gathering ranking data from ten
established websites. The data’are then converted into
a numerical score based on the following criteria: 3
for first place, 2 for second place, and 1 for third
place. The solution with the highest cumulative score is
ranked first, followed by second and third, respectively.
The results of this survey and scoring are presented in
Table III.

Based on the rankings of Layer 2 solutions in 10
technology websites, six solutions are identified as top
contenders: Arbitrum, Polygon, and Optimism, respec-
tively. Solutions ranked fourth to sixth are excluded
from further consideration. However, it is important to
acknowledge that the website rankings primarily reflect
the individual opinion of the researcher and may not
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TABLE III
WEBSITE RANKINGS OF LAYER 2 SOLUTION.
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[27]
[28]
[29]
[30]
[31]
[32]
[33]
[34]
[35]
[36]
Sum 24
Rank 1 2 3
Note: AR = Arbitrum, PO = Polygon, OP =
Optimism, LR = Loopring, IX = Immutable X,
and OM = OmiseGo.

W W ONWWWNW
— WO WWWN — W
NONODONN—N—O

(S5

(=]
Al O—~ROoOMOM—ROOOOO

MBS Beleol SeloBolole -l S
A=l OoOOCO~ROOoOCOOO

provide a definitive evaluatiefi of the solutions’ true
potential. Thereforegasmore comprehensive assessment
focuses on in-dépth feature andlysi§ across six key ar-
eas: throughput, decentralization, security, scalability,
transactiofdfees, and Ethereum Virtual Machine (EVM)
compatibility. A three-tiecécoring system is employed,
with' “Highest”™ scoring 3, “Medium” scoring 2, and
“Lowest” #scoring 4, Each feature is evaluated by
comparing, refereice data from various sources and
assigning a Sedre based on the relative strengths of the
thiee shortlisted solutions. The results are presented in
Tables TV=VI.

As indicated by the analysis in Table IV, Polygon
demonstrates strengths in throughput, scalability, and
transaction fees. However, it exhibits weaknesses in
terms of decentralization and security. Meanwhile, in
Table V, Arbitrum demonstrates strong performance
in decentralization, security, and EVM compatibility.
Furthermore, it exhibits notably positive results in
terms of throughput, scalability, and transaction fees.
Next, in Table VI, Optimism demonstrates strengths in
decentralization and security but exhibits weaknesses
across the remaining attributes.

Significant differences exist in transaction process-
ing speed (throughput) among the three solutions.
Polygon boasts 65,000 TPS, followed by Arbitrum at
40,000 TPS and Optimism at 2,000 TPS [37]. Con-
sequently, Polygon, Arbitrum, and Optimism receive
scores of 3, 2, and 1 respectively, for this feature.
These variations in throughput arise from the distinct
technologies employed by each solution. Optimism
and Arbitrum utilize the Optimistic rollup technique,
while Polygon leverages a sidechain approach, result-
ing in differing characteristics [38]. Rollup solutions
retain transaction data on the main Ethereum network
(Layer 1 solution), thereby maintaining high levels of
decentralization and security [39]. It contrasts with
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TABLE IV
IN-DEPTH FEATURE RATINGS ACROSS THE LAYER 2 SOLUTIONS
(POLYGON).
Attributes Values Score
Throughput 65,000 Transactions per 3
Second (TPS)
Decentralization Sidechain 1
Security Sidechain 1
Scalability Sidechain 3
Transaction fee < $0.01 3
Ethereum Virtual Machine  Solidity, Vyper 2
(EVM)-compatible
Sum 13
Rank
TABLE V
IN-DEPTH FEATURE RATINGS ACROSS THE LAYER 2 SOLUTIONS
(ARBITRUM).
Attributes Values Score
Throughput 40,000 Transactions per 2
Second (TPS)
Decentralization Rollups 3
Security Rollups 3
Scalability Rollups 2
Transaction fee $0.27 2
Ethereum Virtual Machine  All EVM languages 3
(EVM)-compatible
Sum 15
Rank 1
TABLE VI
IN-DEPTH FEATURE RATINGS ACROSS THE LAYER 2 SOLUTIONS
(OPTIMISM).
Attributes Values Score
Throughput 2,000 Transaetions per® Sec- 1
ond (TPS)
Decentralization Rollups 3
Security Rollups 3
Scalability Rollups 1
Transaction fee $0:44 1
Ethereum Virtual Machine  Solidity 1
(EVM)-compatible
Sum 10
Rank

sidechains, which operate as independent blockchains
detached from the main Ethereum network [40].
While sidechains offer lower levels of decentralization
and security, they compensate by providing faster
transaction processing speeds and lower fees due to
their independent operation and the absence of time-
consuming fraud-proof challenges inherent in rollup
solutions [41]. Therefore, Optimism and Arbitrum,
which use the Optimistic rollup technique, receive a
score of 3 for decentralization and security features,
while Polygon, utilizing the sidechain approach, has a
score of 1.

Polygon, on the other hand, obtains a score of 3
for scalability, while both Optimism and Arbitrum
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TABLE VII
SUMMARY OF OVERALL SCORES AND RANKINGS OF THE LAYER
2 SOLUTIONS.

Attributes

Throughput

Decentralization

Security

Scalability

Transaction fee

Ethereum Virtual Machine (EVM)-compatible

W W= =W
—_— ) W) =

—_
w2

Sum
Rank

Note: AR = Arbitrum, PO = Polygon, and OP = Optimism.

S8}

share the same fraudspreofing challenges. Arbitrum
demonstrates superior performance in this area, earning
a score of 2, compared«tdo Optimism with a score of
1. Similarly, due to“its scalability advantage, Polygon
offers thefmost affordable trnsaction fees, followed
by Arbitrum andg@ptimism. It translates to transaction
fee, scorespof 3 for Polygon, 2 for Arbitrum, and 1 for
@ptimism.

RegardingBEVM" compatibility, the supported pro-
grapiming languages differ among the solutions. Opti-
mism supports only Solidity. Then, Polygon supports
bothySolidity and Vyper, and Arbitrum supports So-
lidity;-Vyper, Flint, and Yul+ [42]. Consequently, the
EVM compatibility scores are 1 for Optimism, 2 for
Polygon, and 3 for Arbitrum.

In summary, the overall score ranking for the three
solutions remains unchanged, with Arbitrum leading
the way, followed by Polygon and Optimism. There-
fore, the researcher concludes that the Arbitrum solu-
tion is the most suitable choice for integration with the
Web3 infrastructure components and services within
the architectural design and implementation of the
educational certificate system. The summary can be
seen in Table VII.

C. System Architecture

Based on research analysis and proposed solutions to
support Ethereum Layer 2 DApps, the resulting system
architecture is depicted in Fig. 2. The proposed ar-
chitecture comprises four primary components: Web3
infrastructure, DApps, APIs, and Ethereum Layer 2.
The functionalities of each component are detailed as
follows.

The aspiration for a decentralized and user-
controlled Internet, as envisioned by Web3 infras-
tructures, harbors immense potential to transform the
interaction with information and technology fundamen-
tally [43]. However, the realization of this vision hinges
on the development of a robust and adaptable infras-
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Layer 1 (On-chain) - Ethereum

ups

iency gains, reductions in development time and costs,
and the opening of doors to innovation. Furthermore,
APIs enhance the scalability of applications, facilitat-
ing effortless accommodation of expanding user bases
and the seamless integration of new features [48].
Decentralized storage offers secure and tamper-proof
alternatives to centralized storage servers. These plat-
forms empower users with greater control and auton-
omy over their data [49]. Leading examples include
the IPFS [50], Arweave [51], and Filecoin [52], each
providing a decentralized and verifiable platform for
It functions as a secure a -proof platform for data storage.
recording and verifying transactions [45]. Prominent The identity management system can empower users
examples include Ethereum, Solana, Avalanche, and to own and manage their online identities. These solu-
Cosmos, each contributing to the flourishing of Web3  tions promote a more autonomous and privacy-centric
development. Web3 experience. SelfKey and the Decentralized Iden-
Decentralized Oracle acts as a bridge between the tity Foundation (DIF) actively engage in developing
real world and the realm of blockchain. These services —decentralized identity standards and protocols, laying
empower smart contracts to access and utilize external the groundwork for a user-centric approach to identity
data and events [46]. Chainlink and Band Protocol —management within the Web3 ecosystem [53].
stand as exemplary decentralized Oracle networks [47], The interoperability protocols enable seamless
facilitating this crucial interaction and enabling smart communication and data exchange between diverse
contracts to operate within the broader context of blockchain networks [54]. These bridges foster a more
the real world. Harnessing pre-built functionalities via interconnected and interoperable Web3 ecosystem.
APIs presents numerous advantages for both develop- Cosmos IBC and Chainlink Cross-Chain Interoperabil-
ers and users. Developers experience significant effi- ity Protocol (CCIP) serve as key examples of such

36



Cite this article as: S. Wanotayapitak, “Architecture for the Academic Certificate System on the Ethereum
Layer 2 Solution”, CommlIT Journal 19(1), 29-43, 2025.

interoperability protocols, paving the way for enhanced
collaboration [55], innovation, and the potential for a
more unified Web3 experience.

The second architectural component is DApps,
which constitutes the Web3 infrastructure’s landscape.
DApps comprise a diverse tapestry of technologies,
tools, and services that form the foundation for the
development and operation of Web3 applications and
services [56]. The proposed architecture incorporates
two roles of DApps: DApps on Layer 2 and DApps
within Arbitrum Virtual Machine (AVM) [57]. In the
role of DApps on Layer 2, the academic certificate
system resides between Layer 1 and the external
chain. The stakeholders outside the blockchain, such
as employers, recruiting agencies, and regulators, can
interface with the DApps through APIs, facilitating a
quick and efficient user experience. Access of registrar
staff within Layer 2 bypasses APIs but necessitates au-
thentication via DIDs stored on the IPFS. Meanwhile,
Oracle provides smart contract conditions within the
Web3 infrastructure. All three components collaborate
with smart contracts to execute certificate transactions.
In the role of DApps within AVM, Arbitrum utilizes
optimistic rollups to interact seamlessly with EVM
Ethereum [58]. Users submit transactions to the_se-
quencer, which aggregates them into batches, dipdates
the AVM Arbitrum state, and generates goroofs for
validation on Ethereum. After a designated echallefigé
period, state updates are finalized on Ethereumy guar-
anteeing the integrity of the systemf Users ¢an readily
withdraw funds back to Ethereufn through the bridge;,
completing the cross-chain interaction /59]. DApps of
the certificate system on Arbitrum can, interact with
various blockchains thfeugh Cosmos IBE, enabling
efficient cross-chain access te assets and functionali-
ties. A bridge contraet,acts as‘a eommunication bridge
between the chains,yensuring the reliable transfer of
information and, assetsy Transactions are finalized on
both chains, providing enhanced security and guaran-
teeing the integrity ‘ofiythe system.

APIs are the third ‘€edmponent of the proposed ar-
chitecture. They serve as the crux of communication
between software programs, analogous to a restau-
rant menu. They provide a transparent and concise
catalog of available functionalities and access pro-
tocols, facilitating seamless communication and data
exchange [60]. In essence, APIs function as digi-
tal messengers, conveying user requests to service
providers and delivering the corresponding responses.
This crucial functionality dramatically simplifies soft-
ware development and fosters seamless integration
with diverse services.

The final component of the proposed architecture is
the Ethereum Layer 2 solution. The exponential growth
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of Ethereum has introduced a critical challenge—
scalability [61]. Fortunately, innovative Layer 2 scaling
solutions have emerged as a promising countermea-
sure, paving the way for Ethereum’s continued viability
and sustained future success. L2 solutions are currently
in various stages of development and implementation,
each offering a unique approach and distinct advan-
tages.

D. System Architecture Implementation

To offer a deeper understanding of the proposed
system architecture, the researcher details its imple-
mentation within thefeertification system process. It is
divided into two key phasesipcertificate issuance and
certificate viewing., Thése phases are represented in
two activitygdiagrams. The cerfificate issuance system
and viewing system prdeessfappear in Figs. 3 and 4,
respectively.

In Fig:“3; the system initiates with the registrar
logging in throughdan authentication mechanism. This
mechanism leverages DIDs to search for personal
idefitity infosmation stored on the IPFS. In the absence
of such information, the registrar is redirected to a new
loginiséreen for completion. Once the information is
verified as correct, the process proceeds to the next
step. It involves executing a smart contract that triggers
the issuance of the student’s certificate and subsequent
updates that are reflected across the system.

In Fig. 4, multiple stakeholders require access to
student certificates, each with their motivations. For
example, employers seek to verify credentials for job
applications, recruitment agencies aim to evaluate po-
tential candidates, and regulators strive to ensure edu-
cational quality assurance. Despite stakeholders’ diver-
sity, they all utilize standardized APIs to interact with
the system, facilitating accessibility for users within
the blockchain network. Once API access is granted,
a smart contract triggers a request for the student’s
certificate. This request prompts a data retrieval process
via Oracle to ascertain the student’s graduation status.
If the student has not yet graduated, stakeholders are
notified accordingly. However, upon graduation, the
certificate information is retrieved from the IPFS and
subsequently relayed to stakeholders.

It is noteworthy that the certificate viewing sys-
tem does not necessitate interaction with Arbitrum
or Ethereum because no data updates are required.
Furthermore, its implementation can be achieved more
efficiently than the certificate issuance process, which
is attributable to the reduced number of steps and the
absence of Layer 1 and Layer 2 interaction.
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Fig. 3. Implementation of the academic certificate system architecture in the certificate issuance process. It has Decentralized Identifiers
(DIDs), InterPlanetary File System (IPFS), Arbitrum Virtual Machine (AVM), and'Ethereum Virtual Machine (EVM).
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Fig. 4. Implementation of the academic certificate system architecture in the certificate viewing process. It has InterPlanetary File System

(IPFS) and Application Programming Interfaces (APIs).

E. Interpretation of Results

Regarding system architecture flexibility, the pro-
posed system architecture provides a comprehensive
overview of the key components that facilitate Layer
2 optimization. While the research focuses on the
educational domain, architecture possesses inherent
adaptability and can be readily applied to other do-
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mains by simply modifying DApps according to the
desired domain. The core system components remain
unchanged, ensuring efficient implementation across
diverse contexts.

Then, Web3 infrastructure components are strategi-
cally positioned externally to the blockchain to facili-
tate future expansion and mitigate transaction conges-
tion on the main chain. This strategic design facilitates
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fast transaction processing and minimizes gas costs.
However, selecting the most suitable service provider
for each Web3 infrastructure component, including
DIDs, Oracle, and IPFS, is crucial for optimal system
performance. With the current market offering a di-
verse range of service providers, conducting thorough
research and comparing features are essential to iden-
tify the best fit for the specific needs of the system
implemented.

In Ethereum Layer 2, the selection of Arbitrum
as a component of the system architecture in the
research reflects a design decision based on available
solutions within the current market landscape (2025).
However, the technological landscape is constantly
evolving, potentially leading to the emergence of newer
and more efficient solutions or even advancements
within Arbitrum itself. While the system architecture
remains adaptable to accommodate the integration of
new solutions, its fundamental design principles remain
unchanged.

F. Limitations and Strengths

While Oracle has the potential to enhance smatt
contract efficiency [62], a critical gap exists in_the
Oracle landscape, with a dearth of providers gpecifix
cally catering to the education sector. Currently, Ora-
cle solutions primarily serve business domains sdch
as decentralized finance, supply chaingmanagément,
and healthcare. Consequently, theddevelopment of a
dedicated educational oracle pgovider emerges as. a
crucial requirement for fully realizing Smart contract
applications within the educational context. Moreover,
oracles have reliability issues due to thein, centralized
nature and reliance on potentially uncertain data [63].

The design ofthe,system arehitecture incorporates
Cosmos IBC, to faeilitate“inferfacing between dif-
ferent blockchains. As)blockchain applications gain
increasing tractiom, withiny, the education sector, the
potential emergence ©f multiple blockchains developed
by different institutions’becomes a distinct possibility.
In such scenarios, interfacing between these diverse
blockchains becomes crucial, particularly when stu-
dents transfer between institutions and seek to transfer
previously earned credits. Cosmos IBC significantly
simplifies and streamlines credit transfer compared to
manual entry, which is not only time-consuming but
also prone to errors. Cosmos IBC’s interoperability
with Layer 1 and Layer 2 environments allows de-
velopers to adapt code readily to accommodate new
interfaces [64]. While Cosmos IBC represents a signifi-
cant advancement in interoperability, it has limitations.
Technical challenges, such as complexity, security
vulnerabilities, and performance overhead impede its
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adoption [65], particularly among smaller development
teams. Moreover, IBC’s scope is constrained because it
is incompatible with non-Cosmos blockchains, reliant
on light clients, and restricted in data transfer capacity.
Finally, its widespread implementation and efficacy are
contingent upon network effects and the establishment
of standardized protocols.

DIDs constitute vital components of the Web3
infrastructure. Despite their significant potential to
enhance system functionality, DIDs remain under-
investigated within blockchain application research
across diverse domains, especially in education. DIDs
are more secure than traditional authentication methods
because they offer user ownership and control, stronger
cryptography, data mimimization, improved privacy,
and interoperability [66]. It means users can control
their identity data, use stfong eryptographic methods
to protect their idenfity, share only the information
required for-a‘specific transa¢tion, control how much
personal informatien, they reveal online, and use their
DIDs acressedifferent platforms and services [67] In-
tegrating DIDs into ghe system architecture in the re-
search serves@@asgartimely reminder of their critical role
in enhancing system performance and functionality.

IV. CONCLUSION

The research proposes the academic certificate sys-
tem,, architecture leveraging the Ethereum Layer 2
solution. This architecture is a blueprint for developing
DApps that seamlessly integrate Web3 infrastructure.
Addressing the scalability limitations of Ethereum
Layer 1, which has largely remained unexplored by
researchers within the educational domain, constitutes
the primary objective of this system architecture.

In the research, the researcher employs a com-
prehensive literature review methodology to meticu-
lously investigate blockchain applications across di-
verse domains. The researcher aims to identify el-
ements of Web3 infrastructure that possess the po-
tential to enhance system efficiency. Subsequently,
the researcher conducts a rigorous evaluation of var-
ious Layer 2 solutions based on predefined criteria,
ultimately culminating in selecting Arbitrum as the
optimal solution. Armed with the chosen Web3 in-
frastructure components and the Arbitrum solution, the
researcher then proceeds to design the architecture of
the academic certificate system. After selecting the
optimal Web3 infrastructure and Ethereum Layer 2
solutions, the researcher commences with the system
architecture design process. The design accounts for
the interconnections between the blockchain’s Layer
1, Layer 2, and off-chain components. Additionally,
the researcher implements cross-network communi-
cation between different blockchain networks using



Cite this article as: S. Wanotayapitak, “Architecture for the Academic Certificate System on the Ethereum

Layer 2 Solution”, CommlIT Journal 19(1), 29-43, 2025.

the IBC Cosmos solution. Last, to facilitate a deeper
understanding of the proposed system architecture, the
research incorporates an illustrative example of its
implementation within system processes. The example
utilizes activity diagrams to depict two key processes:
certificate issuance and certificate viewing.

While Oracle technology can enhance smart con-
tract performance in architecture, a lack of education-
focused providers limits its application. Most solutions
serve business sectors, highlighting the need for a
specialized educational oracle. Additionally, oracles
face reliability challenges due to centralization and
uncertain data sources. Then, although the Cosmos
IBC integrated into architecture supports adaptability
across Layer 1 and Layer 2 networks, its practical
implementation is constrained by challenges such as
complexity, security vulnerabilities, and limited com-
patibility with non-Cosmos blockchains. The effective-
ness of IBC is contingent upon network adoption and
the establishment of standardized protocols. The final
limitation of the architecture is the DID, a key com-
ponent of the Web3 infrastructure. Although DID has
significant potential to enhance system performance, it
remains insufficiently explored in blockchain research,
particularly in education.

Based on the system architecture proposed in the re4
search, several avenues for future exploration emefge.
First, expanding the APIs for interfacing with external
stakeholders to encompass the online labomsmarket,
particularly social media platforms such s Facebook
and LinkedIn, warrants further investigation. Second,
the design of a specialized oracle architecturedtailored
to the unique attributes and formats of the ‘education
sector constitutes a promising area for future research.
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