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Abstract –   Network traffic classification is a 

category in network traffic monitoring analysis 

that has a very important function in network 

management analysis. By identifying the type 

of traffic flowing through a network, 

administrators can allocate bandwidth more 

effectively, maintain service quality, and detect 

abnormal activity, which makes it a 

fundamental part of network monitoring. One 

of the ways to do it is by machine learning 

both unsupervised and supervised. This study 

implemented supervised machine learning, 

namely K-Nearest Neighbor to network traffic 

dataset with two different schemas, with and 

without feature selection. These two schemas 

are compared directly so that any difference in 

results can be attributed to the feature 

selection process. It aims to clarify the impact 

of Recursive Feature Elimination to network 

traffic classification using K-Nearest Neighbor 

Algorithm. It classifies data with features to 17 

target classes. Previous studies state that the 

use of feature selection in some techniques can 

improve its accuracy. Recursive Feature 

Elimination is chosen and result that the 

accuracy is increased from 0.66 to 0.76. 

Another thing that this study shows is that 

there is no pattern where the more data points 

from a class will result in better classification 

performance in that class. In other words, the 

number of samples available for a class does 

not guarantee that the class will be classified 

more accurately. This research clarifies that 

feature selection can improve classification 

performance. Selecting the most relevant 

features also reduces the amount of irrelevant 

information the algorithm must process, which 

makes the classification more efficient and 

reliable. 
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I. INTRODUCTION 
 

Network Traffic Monitoring Analysis 

(NTMA) is still an interesting topic to explore 

because it has a crucial role in network 

management. Based on Nokia Global network 

traffic reports through its Bell Labs Consulting 

arm, it is already projected three scenarios of 

increased network traffic (moderate, agressive 

and disruptive). All scenarios show a 

significant increase for global wide-area 

network (WAN) traffic in overall traffic, even 

in 2033 it is predicted global WAN traffic 

reaches 3280–6641 Exabytes (EB)/month with 

Compound Annual Growth Rate of 18%-27% 

(Nokia, 2024).  This fact further strengthens 

the importance of network management. There 

are several categories of NTMA applications 

such as traffic prediction, traffic classification, 

fault management and network security. In this 

research we will focus on network traffic 

classification that identifying services 

producing traffic, because it is a fundamental 

step in network management and monitoring.  
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Previous studies already implemented some 

approaches performing it. This includes using 

machine learning methods both supervised and 

unsupervised to discover features from traffic 

and then train model with historical data to 

group into services based on feature value or 

unsupervised that cluster traffic without 

training data (Alessandro D’Alconzo et all., 

2020). Researchers have widely discussed the 

application of supervised machine learning 

algorithms in classifying network traffic. Many 

algorithms deployed are Support Vector 

Machines (SVM), Naive Bayes (NB), C4.5, 

C5.0, Random Forest, K-Nearest Neighbor 

(KNN), Decision Tree (DT), Gradient Boost 

(GB) and AdaBoost. Comparing the accuracy 

each other between algorithms in different 

cases, searching lowest time requirement, 

determining effectiveness of the supervised 

machine learning algorithms to classify 

network traffic at an early stage and detecting 

untrained versions are aims in their researches 

(Ahmad Azab et all., 2024).  

C4.5 gave the highest performance 

compared to Artificial Neural Network (ANN) 

and SVM in classifying traffic to several 

different application types such as DNS, FTP, 

TELNET, P2P, WWW, IM, and MAIL. Online 

internet traffic data from these seven 

application types was captured, then feature 

extraction was performed using the NetMate 

tool. The accuracy of C4.5 reached 97.57%. It 

also outperforms SVM, BayesNet and NB in 

terms of accuracy when classifying traffic into 

five specific applications (Muhammad Shafiq 

and Xiangzhan Yu, 2018; Mohsin Mahmood et 

all., 2023).  

Another comparison of algorithms for 

network traffic classification, which grouped 

network patterns into two classes: "heavy 

traffic" and "light traffic," showed that DT had 

a slightly higher accuracy than KNN, at 

94.71%, while KNN had a 94.28% accuracy. 

The lowest of the three was SVM, with an 

accuracy of 91.52%. In other hand, traffic 

classification in IoT network that implemented 

machine learning to classify TON_IOT dataset 

and a real-world traffic dataset by the ISCX 

network point that KNN algorithm achieves 

highest accuracy (Zahraa Abbas Hasan Tayyeh 

et all.,2024; Arqam Awais and Zeshan Iqbal, 

2022; Farzana Alam et all., 2021).  KNN also 

demostrates a very high accuracy compared to 

another machine learning techniques, reaching 

99.5% in classifying network security attack 

(Muskan Agarwal et all., 2024) and 

outperforms NB in Intrusion Detection System 

(Aditya Dwi Afifaturahman and Firmansyah 

Maulana, 2021).  

Research is developing not only on model 

evaluation but also on how to improve its 

performance, one of which is by applying 

feature selection. It is used to select the most 

relevant features from a dataset while remove 

those that are irrelevant. In theory, there are 3 

categories of approaches to feature selection 

techniques, namely filter, wrapper and 

embedded methods. The approach that often 

yields higher accuracy is wrapper category, 

that also has some techniques, those are 

forward selection, backward elimination, and 

recursive feature elimination (RFE) (Cheng, 

2024). RFE applied before the classification 

process to group nano materials using random 

forest showed that the best performance was 

achieved by the reduced RF model based on 

RFE where a balanced accuracy of 0.82 was 

obtained (Bahl et all., 2019). Another research 

also implemented RFE and supervised 

machine learning to build early prediction 

models of chronic heart disease. Many ML 

techniques such as KNN, SVM, DT, NB and 

LR, result that RFE is effective at selecting 

those features in a training dataset in predicting 

chronic heart disease, but it is recommended to 

test the RFE on different datasets to validate 

the findings of the study (Napa et all., 2024).    

Based on background above, KNN will be 

implemented in this study to classify network 

traffic because in some cases before it shows 

high accuracy, besides we also use RFE to see 

how it impacts its performance. The 

expectation is that RFE will improve the 

accuracy of KNN.  
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II. METHODS 

 

Data Collection

Data 

Preprocessing

Model Building 

and Training 

(KNN) 

Feature Selection 

using Recursive 

Feature 

Eliminiation (RFE)

Data Collection

Model Evaluation

Start

End

 
 

Figure 1 Research Flowchart 

 

Figure 1 show the research steps that can be 

described as follow.  

 

2.1  Data  Collection 

The data used in this study is network 

traffic flows (Rojas, 2018), which can be 

downloaded from www.kaggle.com. This 

dataset is the result of data collection through a 

project carried out by a team from the network 

division of the University of Del Cauca, 

Colombia. They conducted packet captures at 

different hours, during morning and afternoon, 

over six days (April 26, 27, 28 and May 9, 11 

and 15) of 2017. The dataset consists of 87 

atributes and 3.577.296 records (network 

flows), as shown in Figure 2. 

 
Figure 2 Sample Dataset 

 

ProtocolName is choosen as target class out 

of 87 atributes with total 47 classes and 

leave the rest as features.    

 

2.2  Data Preprocessing 

In this step, we balanced the class 

distribution of the imbalanced dataset to 

optimize the classification results in the model. 

The technique used in this study to balance the 

class distribution is undersampling. The 

constraints of this research problem, only 

classes with more than or equal to 1000 data 

points will be selected. It filters only 17 target 

classes from 47 that can be seen in Tabel 1.  
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Table 1. List of Target Classes  

No Class Amount of 

Data Points 

1.  GOOGLE 80,888 
2.  HTTP 75,256 
3.  HTTP_PROXY 46,856 
4.  SSL 30,004 
5. HTTP_CONNECT 22,078 
6. YOUTUBE 13,678 
7. MICROSOFT 4,534 
8. AMAZON 4,487 
9. WINDOWS_UPDATE 2,989 
10. GMAIL 2,930 
11. SKYPE 2,528 
12. DROPBOX 2,463 
13. YAHOO 2,076 
14. FACEBOOK 1,736 
15. CLOUDFLARE 1,564 
16. TWITTER 1,432 
17. MSN 1,135 

 

We also remove data points that contain 

empty or null values in the data points and 

delete columns that contain zero values “0” 

and remove unimportant columns so that the 

data attribute column side has 63 attributes 

left. we next convert the target class values 

from categorical to numerical (integer) data 

type from 0-16.  

 

2.3  Feature Selection 

This method will remove less relevant 

features and re-evaluating the model's 

performance at each step. The process starts 

with all features and iteratively eliminates 

those with the smallest contribution to the 

model, as determined by metrics like feature 

coefficients or importance scores (Cheng, 

2024). It performs ranking then iterates until 

number of features fit with the specified 

parameter that we set to 20 features.  

 

2.4  Model Building and Training 

We will build and train the KNN model 

with two different dataset (without and with 

feature selection). KNN is one of the simplest 

and most basic machine learning techniques. It 

works by grouping all samples that have 

similar characteristics from a dataset. It starts 

by selecting k, the number of nearest neighbors 

to choose then calculate the distance between 

the new specimen and all points in training 

dataset. We split the dataset into training data 

and test data with a ratio of 80:20. The 

calculation of data similarity uses Euclidean 

Distance formula below.  

 

𝑑(𝑥, 𝑦) = (∑|𝑥𝑖 − 𝑦𝑖|
2

𝑛

𝑖=1

)

1
2⁄

 

 

It then sorts all points in the training set 

from nearest to farthest from the new point, 

and selects the closest k points (Kien Trang 

and An Hoang Nguyen, 2021; Halder, et 

all.; 2024). 

 

2.5  Model Evaluation 

The evaluation is carried out using a 

confusion matrix with the main parameter that 

will be referred to being accuracy to see how 

accurate the model is in classifying correctly. 

 

III. RESULTS AND DISCUSSION 
 

The results of class classification on the 

protocol name attribute of the original data (63 

features) using the KNN algorithm are 

presented in Table 2. Based on the calculation 

formula for the evaluation metrics, the highest 

precision, recall, and f1-score values are in the 

Microsoft class with values of 0.962162, 

0.851675, and 0.903553, respectively. The 

lowest value is in the YouTube class with 

values of 0.4, 0.379147, and 0.389294, 

respectively. Meanwhile, the overall accuracy 

is 0.66. 

 
Table 2. Evaluation Result using Original Data 

Class Name  Precision Recall F1-score 

GOOGLE 0.78866 0.809524 0.798956 

HTTP 0.878049 0.923077 0.9 

HTTP_ 

PROXY 
0.726027 0.823834 0.771845 

SSL 0.705426 0.846512 0.769556 

HTTP_ 

CONNECT 
0.409091 0.507692 0.453089 

YOUTUBE 0.4 0.379147 0.389294 

MICROSOFT 0.962162 0.851675 0.903553 

AMAZON 0.47549 0.530055 0.501292 

WINDOWS_ 

UPDATE 
0.538071 0.519608 0.528678 

GMAIL 0.906977 0.753623 0.823219 

SKYPE 0.671717 0.777778 0.720867 

DROPBOX 0.52 0.522613 0.521303 

YAHOO 0.724138 0.588785 0.649485 
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FACEBOOK 0.492147 0.451923 0.471178 

CLOUDFLARE 0.869159 0.920792 0.894231 

TWITTER 0.81768 0.721951 0.766839 

MSN 0.487952 0.405 0.442623 

accuracy 0.665294 0.665294 0.665294 

macro avg 0.668985 0.666682 0.665059 

weighted avg 0.670093 0.665294 0.664887 

 
Table 3. Evaluation Result using Data after RFE 

with 20 features 

Class Name  Precision Recall F1-score 

GOOGLE 0.941176 0.955224 0.948148 

HTTP 0.939815 0.948598 0.944186 

HTTP_PROXY 0.678414 0.781726 0.726415 

SSL 0.841584 0.85 0.845771 

HTTP_ 

CONNECT 
0.52193 0.574879 0.547126 

YOUTUBE 0.56 0.538462 0.54902 

MICROSOFT 1 0.967033 0.98324 

AMAZON 0.551111 0.645833 0.594724 

WINDOWS_ 

UPDATE 
0.67284 0.539604 0.598901 

GMAIL 0.948454 0.906404 0.926952 

SKYPE 0.83871 0.842593 0.840647 

DROPBOX 0.654378 0.666667 0.660465 

YAHOO 0.894118 0.839779 0.866097 

FACEBOOK 0.681564 0.61 0.643799 

CLOUDFLARE 0.908163 0.951872 0.929504 

TWITTER 0.822581 0.809524 0.816 

MSN 0.572139 0.552885 0.562347 

accuracy 0.760882 0.760882 0.760882 

macro avg 0.766293 0.763593 0.763726 

weighted avg 0.76354 0.760882 0.761006 

 
Table 3 shows the results of the class 

classification on the protocol name attribute of 

the RFE data (20 features). The highest 

precision, recall, and f1-score values is also in 

Microsoft classes with values of 1, 0.967033, 

and 0.98324, respectively. The lowest values 

are in the MSN class with values of 0.56, 

0.538462, and 0.54902, respectively. 

Meanwhile, the overall accuracy is 0.76.  

Based on the results, it can be seen that the 

class with the lowest evaluation score in both 

datasets, both the original and the RFE-

implemented dataset, is MSN, as it has the 

fewest data points. However, the class with the 

highest performance is MICROSOFT, even 

though it does not have the highest number of 

data points. There are still six classes with 

more data points than MICROSOFT, all of 

which have more than 10,000 data points. 

When viewed across all classes, there is no 

pattern that the more data available, the better 

the performance. 

Accuracy increased after RFE was 

implemented on the processed data, increasing 

from 0.66 to 0.76. This indicates that RFE's 

effect on the dataset we used can maximize the 

performance of the KNN classification 

process. 

 

IV. CONCLUSION 
 

This study can clarify the influence of the 

implementation of feature selection, namely 

RFE, on the network traffic classification 

process using KNN. Previous study stated that 

RFE shows good influence on ML 

classification models, but it is recommended to 

test in another cases and datasets to strengthen 

the statement. In line with that, the comparison 

of accuracy values in this research ensure that 

the implementation of RFE can improve the 

performance of KNN. 

In other hand, this research still needs 

further development to confirm the relation 

between amount of data points with class 

performance in classification process, because 

no pattern was found, the more data there is in 

a class, the more accurate the model is in 

classifying. Future research can enhance KNN 

with feature selection technique other than 

RFE or implement ensemble learning to KNN 

to see how far it affect the accuracy.  
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