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ABSTRACT

information flows hut also created new avenues for cyber criminals to attack. In this regard, the
personal data of investors has’become a very valuable asset. It includes identity details, account
numbers, access credentials.and transaction patterns that could be used to take over accounts or make
unauthorized transactions. The situation is illustrative of the fact that security of electronic systems is
no longer only a technical problem, but a legal obligation closely linked to the protection of the rights
of investors.

In terms of regulation, the protection of investors and their personal data is regulated under
several interconnected legal frameworks, such as Law No. 8 of 1995 on the Capital Market, Law No.
27 of 2022 on the Protection of Personal Data, Law No. 1 of 2024 on the Second Amendment to the
Law on Electronic Information and Transactions, Law No. 4 of 2023 on the Development and
Strengthening of the Financial Sector, and Financial Services Authority Regulation No.
22/POJK.07/2023 on the Protection of Consumers and the Public in the Financial Services Sector. The
problem is that these regulations are still sectoral and have not yet created a truly integrated
accountability framework when securities firms are hit by ransomware.
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This weakness is clear from two points of view. To start with, data controllers are already
required to protect and ensure the security of the data being processed and to provide notification in
the event of a personal data breach under personal data protection regulations, but their
implementation still requires more robust operational mechanisms, particularly in the financial
services sector. Second, the capital markets regime focuses more on general business conduct and
investor protection but has not yet explicitly laid out standards for corporate liability for increasingly
complex cyber risks. In this case, securities firms are confronted with complicated legal risks. Whether
the losses of investors are only caused by external attacks or also related to the negligence of internal
security management?

The ransomware attack on the National Data Centre in 2024 has underscored the increasing
importance of data protection in the financial sector. It demonstrated how a disruption to one piece of
digital infrastructure can significantly affect the provision of public services and wider economic
activity. This phenomenon demonstrates that the vulnerabilities of digital systems may have systemic
consequences beyond the technology industry itself (Yusliwidaka et al., 2024). In the digital capital

governance, 8 i i ctiveness of compliance implementation at the corporate
level. This situation indi in problem lies not merely in the presence or absence of
regulations, but i i mentation, supervisory coordination and compliance design
at the corporateslevel. Therefore, this” research is important for formulating a more proactive legal
protection model for investors throtigh the integration of the principles of ‘Data Protection by Design
and by Default’ into the ce of securities firms (Mayasari, 2023).

Philipus M. Hadjon’s theory of legal protection categorizes legal protection into two forms:
preventive and repressive. Preventive protection serves to prevent infringements through regulation,
supervision and compliance standards, whilst repressive protection comes into play after an
infringement has occurred through dispute resolution mechanisms and law enforcement (Rachmat et
al., 2024). In this study, this theory is relevant because investor protection must fundamentally be
established from the preventative stage, not merely after losses have occurred. Hadjon offers a
framework to decide whether current regulations are enough to prevent attacks or whether they are
still reactive.

Hans Kelsen’s theory of legal liability. Liability is a consequence of violation of a norm. For
securities firms, liability is not just about whether or not a ransomware attack has occurred, but rather
about whether the firm has properly performed its normative obligations (Syaputra et al., 2024). This
link coincides with the theory of tort which emphasizes the elements of an act, fault, damage and a
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causal link. Civil liability may be incurred by negligence in the implementation of appropriate security
measures; in the conduct of security audits or in the management of system access.

Moreover, the study incorporates the notions of duty of care, corporate negligence, cyber
liability and fiduciary responsibility to strengthen the analysis. The duty of care concept entails that
securities firms are required to adhere to high standards of care in safeguarding investor data, as part
of their governance and consumer protection obligations within the financial services industry (Rosadi
et al., 2022). Corporate negligence may refer to the lack of adequate security measures, the failure to
conduct regular security audits, or the failure to establish cyber-attack mitigation systems by a
corporation, which may result in legal liability (Yuspin et al., 2023). Moreover, the idea of cyber
liability shows that cyber incidents leading to losses for investors can have civil and administrative
legal consequences for the company (Silviani et al., 2023). Besides, the securities firms’ fiduciary duty
is to protect investor data as a trust, which cannot be an operational commodity (Shalihah & Mohd
Sharift, 2022).

In the field of personal data protection, several studies indieatéxthat Indonesia’s legal
framework has been moving towards a strengthening of privacy rightS, but itS\implementation still
encounters challenges in terms of institutional capacity, indu complianceésand supervisory
coordination. Rosadi & Pratama (2018) stressed the urgency of protection of persomal data in the

infrastructure and complex digital traces
Therefore, this study focuses on two 4

services sector.“Owing to itS normdtive nature, this study does not collect field data but rather
examines and intetprets relevantAegal materials to address the research questions in a systematic
manner.

Based on a litcratufe review, studies that specifically link ransomware, the misuse of
investors’ personal data, and the liability of securities firms remain relatively limited. Some research
addresses personal data in banking, fintech, e-commerce or the metaverse, whilst capital market issues
tend to be discussed within the framework of investor protection or cyber risk in general. It is this gap
that makes this journal significant, as it seeks to bring together the legal regimes governing the capital
markets, personal data protection and electronic system security within a single, comprehensive
analysis, as shown in Table 1.
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Table 1. Relevant Previous Research

Research Limitations The Differences in
Researcher of Previous the Focus of This Novelty
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examine how the legal

securities firms as . L
liability of securities firms
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in the digital liability for the digital capital . s .
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economy. ransomware market. .
misused as a result of a
attacks.
ransomware attack.
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The urgency of remains on
) general
specific regulato
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the use of rather than on
Disemadi (2021) artificial
. . corporate
intelligence for -
. accountability
the protection )
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of personal .
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data. .
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sector.
is article brings together
Itdoes not y the Personal Data
Data privacy Protection Act (PDP Act),
protection in the Electronic Information
artificial and Transactions Act (ITE
Rosadi et al. intelligenCe Act) and the Payment
(2022) Services Act (P2SK Act)

sector.

within a single analytical
framework to assess the
legal liability of securities
firms in the event of a
ransomware attack.

curities firms.

ction

Data pr

This article shifts the focus
from equity crowdfunding
to the conventional capital

This study focuses

hat of .
rom that o on capital market

. . i t ti 1 . L.
Shalihah & Shari arrli(‘ll:éveiior Ezni‘;z? tona investors as the market, thereby examining
(2022) acy P subject of the data investor protection in the

ity markets and . . ..
1o ding does not focus ™ relation to context of securities firms
) . securities firms. affected by ransomware
on securities
firms attacks.
Does not This article treats
The need for specificall This study links regulatory coordination as
. P Y OJK supervision part of the analysis of
- . an independent  address the iy . d
Widiatedja & data protection  financial with investor securities firms’ legal
Mishra (2023) prote . protection in the liability, rather than merely
authority in services sector . .
: event of a cyber a discussion of the
Indonesia. and corporate . . AR
o incident. institutional framework of
accountability. . .\
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Protection of . . .
! This article provides a

investors’ . . .

! eZsonal data Has not vet This study more detailed analysis of

2 ainst set out tl?e examines the form contractual, civil and
Darmawan & cgbercrime basis for of legal liability of ~ administrative liability,

Sekar Putri (2025)  threats in the corporate securities firms for and links these to

capital markets  liability in data breaches obhg'fmons regardmg data
. caused by security, monitoring and
based on detail. . .
ransomware. notification of data
I0SCO
. breaches.
principles.

Source: Compiled by the author from relevant journals

The approaches employed include a legislative approach, a conceptual approach and an
analytical approach. The legislative approach was used to examine the Capital Market Act, the
Personal Data Protection Act, the amended ITE Act, the P2SK Act and P /2023. The conceptual
approach was used to examine the theories of legal protection, legal li
security of electronic systems. The analytical approach, meanwhile
legal provisions are adequate in addressing ransomware attacks against securities fi
Figure 1.

, as shown in
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Evaluation of the Effectiveness of
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al Framework for the Legal Liability of Securities Firms
Source: Compiled by the authors

The legal sources tsed comprise primary, secondary and tertiary sources. Legislation and OJK
regulation as a main source. Secondary sources include books, journals and relevant findings from
scientific research. Tertiary sources are used to help clarify terms and concepts. The analysis was
conducted in a qualitative manner, through grammatical, systematic and teleological interpretation,
providing a comprehensive overview of the basis for liability and forms of legal protection available to
nvestors.
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RESULT AND DISCUSSION

Legal Framework and Regulatory Gaps

The legal framework is largely there but has not yet been fully integrated. The Capital Markets
Act requires securities firms to operate as business entities to keep order, fairness and investor
interests in check. The Personal Data Protection Act increases obligations of data controllers to secure
and protect the personal data that they process and requires that written notification be provided no
later than 3 x 24 hours in the event of a personal data breach. Meanwhile, the legal basis for action
against unauthorised access and manipulation of electronic systems remains the ITE Act as amended
by Act No. 1 of 2024. At the same time, the P2SK Act and POJK 22/2023 also strengthen consumer
protection, governance and the obligations of PUJKs in maintaining the confidentiality and security of
consumer data.

These norms constitute, when read systematically, a fairly robust basis of liability. The main
challenge is the lack of operational standards that address specifically ho respond to ransomware
events in the capital markets industry. The positive law has not yet expli€itly dealt with the burden of

policy makers must therefore define minimu
segmentation and incident response proce

its, encryption, access
do not remain simply

following table as shown in Table 2

Table 2. The Relevan

Legal Instruments

or Proteefion and Data Security
/fmplications for Securities Firms

Law No. 8 of 1995 on t
Capital Market

Securities firms are obliged to act with due
care and to uphold investor confidence

It is mandatory to implement technical and
organisational measures, and to provide
timely notification in the event of an
incident

Law No. 27/0f 2022 on
Protection of Personal Dat

Law No. 1 0f 2024 on
Information and Elestronic
Transactions

To serve as the basis for taking action
agcess to and manipulation against attacks or unauthorised access to
of electronic systems security systems

Strengthening governance
Law No. 4 0f 2023 on P2SK and consumer protection in
the financial sector

Articles 19, 20, 21 and 22:

Reaffirming the accountability of financial
services institutions in risk management

confidentiality, security, PUJK is obliged to safeguard data security,
POJK No. 22/POJK.07/2023 exchange, transfer and ensure third parties comply, and be
prohibition on the use of prepared to face sanctions

consumer data

Source: Compiled by the author from Law No. 8 of 1995, Law No. 27 of 2022, Law No. 1 of 2024, Law No. 4 of 2023, and
POJK No. 22/POJK.07/2023.
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The protection of privacy and personal data in the digital economy era still depends on
fragmented regulations and therefore legal certainty is not yet fully secured (Rosadi & Pratama, 2018).
Similarly, Disemadi (2021) argues that the personal data protection instruments in Indonesia are still
fragmented and have not yet formed a truly integrated framework. Elsa et al. (2023) found that in the
financial services sector, the OJK plays a key role in supervision, but the protection of personal data of
users of digital financial services still depends heavily on the compliance of the supervised
institutions. Therefore, securities firms must be able to demonstrate security policy, periodic audit,
access management, data backup, and incident response readiness, not merely compliance with written
standards.

From the regulatory point of view, the Personal Data Protection Act (PDP Act) stated that the
protection of personal data includes all efforts to protect personal data in the data processing chain in
order to guarantee the constitutional rights of data subjects including the obligations of personal data
controllers and administrative sanctions. In the financial services sector, POJK 22/2023 enhances
consumer protection by establishing consumer protection principles,Speeifying the rights and
obligations of financial services institutions, imposing obligations for pfaintaining information system
security and cyber resilience, and increasing the sanctions. Consequéntly, the operational architecture
remains to be further clarified, even though the normative framework is already established, so that it
is fully prepared to face the increasingly complex cyber threats:

Legal Liability of Securities Firms

d. In this sense, the evaluation concerns not
of the organization to install an adequate

1ability can be understood as a corporate legal risk inherent to
ty systems are inadequate.

K Darmawan & Putri (2025), who highlight the growing threat of
cybercrime in the capital markets sector and the need for an adaptive regulatory approach, as well as
the research by Widiatedja“& Mishra (2023), which emphasizes the importance of an independent data
protection authority to effectively strengthen privacy protection. As cyber threats are complex, cross-
jurisdictional and often involve anonymous perpetrators, the allocation of liability must be based on
measurable standards of due diligence, rather than on the assumption that all attacks automatically
constitute the absolute responsibility of the company.

Consequently, it is not yet appropriate to apply the strict liability regime absolutely to all
ransomware incidents at securities firms. Cyber-attacks often involve anonymous perpetrators, span
multiple jurisdictions and utilize complex attack techniques. Consequently, a more proportionate
allocation of liability involves a combination of a high duty of care, a measured standard of proof of
negligence, and effective administrative oversight. This model is more consistent with the nature of
losses in the financial services sector, which is based on trust and data.
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Case Study: The 2024 National Data Centre and Its Implications for the Securities Sector

The 2024 ransomware attack on the Interim National Data Centre showed how weak data
security governance can have systemic consequences. BSSN said the incident was a "Brain Cipher"
ransomware attack, that there had been attempts to disable Windows Defender and that various critical
files and services had been affected. This shows that failure in one piece of digital infrastructure can
snowball into a major barrier to public services and a complex technical recovery process.

From an analytical point of view, securities firms are private entities entrusted with the money
and data of the investors and should be held to a higher standard of due diligence when it comes to
public infrastructure owned by the state, which could be vulnerable to a cyber-attack. It is here that
commercial civil liability becomes a much touchier issue as the losses do not just stop with service
disruption but can lead directly to financial losses, identity theft and the loss of investor confidence.
Therefore, cyber liability for securities firms should be seen as a corporate responsibility, which
requires proactive avoidance rather than being a reactive measure.

From the perspective of investor rights protection, data breaches net only cause financial

yation of respe

equires investors to have access to the redress of losses through
lodging complaints tosthe OJK, dispute resolution, civil proceedings, or criminal reports where
criminal elements are presént. This protective repression is important because most ransomware
victims are unable to prove the technical details of the attack on their own. The burden of proof should
therefore be interpreted in a proportionate way, i.e. requiring companies to explain the security
standards they have implemented and to assess whether those standards were appropriate. This
approach is in line with OJK’s role in supervising the conduct of financial service providers and
enforcing compliance and is relevant to strengthening investor protection in the digital capital market.
Therefore, real legal protection is the implementation of supervision, administrative
punishment, education on digital security and transparency in incident handling. The present study
highlights the fact that the protection of investors’ personal data cannot be based solely on general
norms but must be based on concrete and verifiable corporate governance practices. Overall, the
effectiveness of investor protection in Indonesia will improve if regulations do not stop at abstract
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obligations, but move towards auditable technical standards, including data breach notifications,
independent security audits, accountability of technology vendors and more robust coordination
between OJK, Komdigi and law enforcement agencies.

CONCLUSION

This study concludes that Indonesian positive law has provided a sufficient normative basis
for protecting investors’ personal data at securities firms, but the regulations remain sector-specific
and are not yet fully integrated to address the risk of ransomware. The Capital Market Act, the
Personal Data Protection Act, the Information and Electronic Transactions Act (as amended by Act
No. 1 of 2024), the P2SK Act, and OJK Regulation No. 22/2023 all emphasise the importance of
system security, consumer protection and the accountability of financial services institutions, but have
not yet established truly operational technical standards for handling cyber inecidents.

This study also found that the legal liability of securities firm be established through
contractual, civil and administrative means. The principles of duty of gare, corporate negligence, cyber
liability and fiduciary responsibility indicate that securities firms”cannot simply hide behind third-
party attacks when internal negligence also contributes to the pétential fomlosses. In this_context, the

strict liability applied in an absolute manner.
From the perspective of investor protection, the

protection of investors’ personal data can ¥
operational and measurable legal protectio
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